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[1]

Confidentiality: ñproperty that information is not made available 

or disclosed to unauthorized individuals, entities, or processesò [6] 

[3]
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Software Architecture Analysis under Uncertainty
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User Output

Architecture-based Confidentiality Analysis [7]

Uncertainty 

in the context [8] 
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Uncertainty 

in the system [9] 

Uncertainty: ñdeficiency of information related to, understanding 

or knowledge of, an event, its consequence, or likelihoodò [6] 
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Challenges of Confidentiality and Uncertainty

U1: User Input

Database ServiceOnline Shop

«deploy»

U3: Deployment

On Premise ServerCloud Service

U2: Data Processing

U4: Provider 

Trustworthiness

Confidentiality Requirement: Protect personal user data.

Overview % ContributionsMotivation % % Evaluation % Related Work % Conclusion

Gap: lack of means to identify, describe, and analyze uncertainty 

regarding confidentiality at design time ï which is expedient [10] 

«deploy»

[10] S. M. Hezavehi, et al., ñUncertainty in Self-adaptive Systems: A Research Community Perspective,ò ACM TAAS., vol. 15, no. 4, 2021.

Challenge 1

Understanding, 

describing, and 

classifying 

uncertainty

Challenge 2

Identifying relevant 

uncertainty sources

Challenge 3

Predicting 

the impact of 

uncertainty

Challenge 4

Identifying 

confidentiality 

violations due 

to uncertainty
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Enabling Architectural Confidentiality Analysis

Confidentiality Violation?

[11, 12]

[11] Robert Koch Institute, Open-source Corona Warn App, documentation available online: https://github.com/corona-warn-app

[12] S. Hahner, et al., ñArchitecture-Based Uncertainty Impact Analysis to Ensure Confidentialityò, SEAMS, IEEE/ACM, 2023.
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Uncertainty Management at Design Time [10,13]

Classification Propagation AnalysisIdentification

Impact Set:
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Catalog:

«deploy»

Violations:Classification:

[10] S. M. Hezavehi, et al., ñUncertainty in Self-adaptive Systems: A Research Community Perspective,ò ACM TAAS., vol. 15, no. 4, 2021.

[13] D. Weyns, é, S. Hahner, et al., ñTowards a Research Agenda for Understanding and Managing Uncertainty in Self-Adaptive Systems,ò ACM SIGSOFT SEN, vol. 48, no. 4, 2023.

Goal: Define a catalog and classification of uncertainty sources regarding 

confidentiality.                        Provide architectural analyses that predict the impact of 

uncertainty and identify confidentiality violations due to uncertainty.
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Identification and Classification of Uncertainty w.r.t. Confidentiality
    [ECSA-C 2021] [ACM MODELS-C 2022] [Springer ICETE 2023] [ACM/IEEE MODELS-C 2024]

C1

Architecture-Based Uncertainty Propagation and Impact Analysis
    [IEEE/ACM SEAMS 2023] [IEEE/ACM SEAMS 2024]

C2

Uncertainty-Aware Confidentiality Analysis
    [IEEE SEAA 2022] [Springer ECSA 2022] [IEEE ICSA-C 2023] [Springer ECSA 2024]
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Contribution Overview
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Identification and Classification of Uncertainty w.r.t. Confidentiality
    [ECSA-C 2021] [ACM MODELS-C 2022] [Springer ICETE 2023] [ACM/IEEE MODELS-C 2024]

C1

Architecture-Based Uncertainty Propagation and Impact Analysis
    [IEEE/ACM SEAMS 2023] [IEEE/ACM SEAMS 2024]

C2

Uncertainty-Aware Confidentiality Analysis
    [IEEE SEAA 2022] [Springer ECSA 2022] [IEEE ICSA-C 2023] [Springer ECSA 2024]

C3
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What do we have?

Classified uncertainty sources [14]

Mapping to data flow diagrams [15]
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C2:  Uncertainty Impact AnalysisC2

Overview % ContributionsMotivation % % Evaluation % Related Work % Conclusion

[14] S. Hahner, et al., ñA Classification ofSoftware-Architectural Uncertainty Regarding Confidentialityò, ICETE, Springer, 2023.

[15] N. Boltz and S. Hahner, et al., ñAn Extensible Framework forArchitecture-Based Data Flow Analysis for Information Securityò, ECSA, Springer, 2024.
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«deploy»

U2: Data Processing
Location:  Behavior
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Resolution: Design Time

Location:  Behavior
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C2:  Uncertainty Impact AnalysisC2
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[14] S. Hahner, et al., ñA Classification ofSoftware-Architectural Uncertainty Regarding Confidentialityò, ICETE, Springer, 2023.

[15] N. Boltz and S. Hahner, et al., ñAn Extensible Framework forArchitecture-Based Data Flow Analysis for Information Securityò, ECSA, Springer, 2024.
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What do we have?

Classified uncertainty sources [14]

Mapping to data flow diagrams [15]
 

What do we want?

Propagating uncertainty sources

Assessing the uncertaintiesô impact
 

How do we get there?

Change impact analysis [16]

Data flow-based propagation [7]
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C2:  Uncertainty Impact AnalysisC2

Overview % ContributionsMotivation % % Evaluation % Related Work % Conclusion

[14] S. Hahner, et al., ñA Classification ofSoftware-Architectural Uncertainty Regarding Confidentialityò, ICETE, Springer, 2023.

[15] N. Boltz and S. Hahner, et al., ñAn Extensible Framework forArchitecture-Based Data Flow Analysis for Information Securityò, ECSA, Springer, 2024.

[16] K. Rostami, et al. ñArchitecture-Based Change Impact Analysis in Information Systems and Business Processesò, ICSA, IEEE, 2017.

[7] S. Seifermann, et al., ñDetecting violations of access control and information flow policies in data flow diagramsò, JSS, vol. 184, Elsevier, 2022.
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C2:  Architectural Uncertainty PropagationC2
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TRANSFORMED DATA FLOW DIAGRAM (DFD)

SERVICE EFFECT SPECIFICATION (SEFF) [17]
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processUserData

Customer Database

purchase 

item

process 

purchase
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data
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storePurchaseData
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[17] R. Reussner et al., ñModeling and Simulating Software Architectures: The Palladio Approachò, The MIT Press, 2016.
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«Interface»

IDatabaseService

+ Data queryData()

+ void storeData(data)
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C2:  Architectural Uncertainty PropagationC2
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«Interface»

IDatabaseService

+ Data queryData()

+ void storeData(data)
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C2:  Architectural Uncertainty PropagationC2
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1: procedure PROPAGATEEXTERNALUNCERTAINTY(uncertainty, model)

  2:     result !  ɲ

  3:     annotatedElement ! GETANNOTATEDELEMENT(uncertainty, model)

  4:     switch TYPEOF(annotatedElement) do

  5:         case UsageScenario

  6:             actions ! GETACTIONS(annotatedElement, model)

  7:             for action  ɴactions do 

  8:                  if TYPEOF(action) = EntryLevelSystemCall then

  9:                     result ! result  ᷾{action}

10:                  end if

11:             end for

12:         case ResourceContainer

13:             allAssemblyContexts ! GETALLASSEMBLYCONTEXTS(model)

14:             for context  ɴallAssemblyContexts do

15:                 if GETALLOCATION(context, model) = annotatedElement then

16:                     component ! GETREPOSITORYCOMPONENT(context, model)

17:                     seffs! GETSEFFS(component, model)

18:                     for seff sɴeffs do

19:                         actions ! GETACTIONS(seff, model)

20:                         result ! result  ᷾APPLYTOASSEMBLY(actions, context)

21:                     end for

22:                 end if

23:             end for

24:     return result

25: end procedure

Algorithm for External Uncertainty Propagation
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What do we have?

Classified uncertainty sources [14]

Mapping to data flow diagrams [15]
 

What do we want?

Propagating uncertainty sources

Assessing the uncertaintiesô impact
 

How do we get there?

Change impact analysis [16]

Data flow-based propagation [7]
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C2:  Uncertainty Impact AnalysisC2

Overview % ContributionsMotivation % % Evaluation % Related Work % Conclusion

[14] S. Hahner, et al., ñA Classification ofSoftware-Architectural Uncertainty Regarding Confidentialityò, ICETE, Springer, 2023.

[15] N. Boltz and S. Hahner, et al., ñAn Extensible Framework forArchitecture-Based Data Flow Analysis for Information Securityò, ECSA, Springer, 2024.

[16] K. Rostami, et al. ñArchitecture-Based Change Impact Analysis in Information Systems and Business Processesò, ICSA, IEEE, 2017.

[7] S. Seifermann, et al., ñDetecting violations of access control and information flow policies in data flow diagramsò, JSS, vol. 184, Elsevier, 2022.
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C2:  Data Flow-Based PropagationC2
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Data flow diagrams can be represented as 
Directed Acyclic Graph (DAG) G = (V, E) 

Data flows in a strict partial order vô Ṋ vôô

Split into Transpose Flow Graphs (TFGs)
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C2:  Data Flow-Based PropagationC2
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Data flow diagrams can be represented as 
Directed Acyclic Graph (DAG) G = (V, E) 

Data flows in a strict partial order vô Ṋ vôô

Split into Transpose Flow Graphs (TFGs)

We reuse the annotation function a, the 
architectural propagation pA, and the  
mapping m from the architecture A 

The data flow-based propagation 
pD: V Ÿ X Ṗ V yields an impact set, 
represented by an induced subgraph G[X]

Uncertainty impacts follow the data flow: 
xᶅ Xɴ ṖV, aɱ Aɴ : m(a) = x m᷉(a)Ṋx

The impact analysis of an uncertainty 
source S is a function u : S Ÿ X Ṗ V, 
defined as u = pD  ʐm  ʐpA  ʐa
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C2:  Summary

Using classified uncertainty sources

Enabling the assessment of the 
uncertainty impact on confidentiality 

Combining architectural propagation 
with data flow-based propagation
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Contribution Summary

Overview % ContributionsMotivation % % Evaluation % Related Work % Conclusion

Findings

Data flows can be independently 
analyzed regarding uncertainty

Generalizing uncertainty propagation 
is possible and seems expedient [18]

Classification Propagation AnalysisIdentification Classification AnalysisIdentification

C2

[18] J. Camara, S. Hahner, D. Perez-Palacin, A. Vallecillo, M. Acosta, N. Bencomo, R. Calinescu, and S. Gerasimou, ñUncertainty Flow Diagrams: Towards a Systematic

       Representation of Uncertainty Propagation and Interaction in Adaptive Systemsò, SEAMS, IEEE/ACM, 2024.
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Contribution Summary

Classification Propagation AnalysisIdentification

Impact Set:

Overview % ContributionsMotivation % % Evaluation % Related Work % Conclusion

Uncertainty-Aware Confidentiality Analysis:Uncertainty Source Catalog and Classification:

# Name Location

1 User Input Connector

2 Data Processing Behavior

3 Deployment Component

4 Provider Trustworthiness External

5 Sensor Failure Interface

Customer Database

purchase 

item

process 

purchase

store 

data

Database

[enc. | ¬ enc.] [trust | ¬ trust]

Database

¬ enc. && ¬ trust a Database

 violates ñProtect personal dataò
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Identification and Classification of Uncertainty w.r.t. Confidentiality

G1Structureôs Suitability   G3 Purpose

 G2 Applicability     G4 Usability
C1

Architecture-Based Uncertainty Propagation and Impact Analysis

  G5 Accuracy     G6 Effort Reduction C2

Uncertainty-Aware Confidentiality Analysis

 G7 Scalability     G8 Accuracy C3
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Evaluation Goals
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Identification and Classification of Uncertainty w.r.t. Confidentiality

G1Structureôs Suitability   G3 Purpose

 G2 Applicability     G4 Usability
C1

Architecture-Based Uncertainty Propagation and Impact Analysis

  G5 Accuracy     G6 Effort Reduction C2

Uncertainty-Aware Confidentiality Analysis

 G7 Scalability     G8 Accuracy C3
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Evaluation Plan [16,19]

G5: Accuracy
Precision, Recall, F1 score

G6: Effort Reduction
Ratios of the actual vs. predicted impact

 

Evaluation Design

Use existing documentation and 
extend existing architectural models 

Compare to data flow analysis [7]

2024-12-0920

Evaluation Plan and Design

Overview % ContributionsMotivation % % Evaluation % Related Work % Conclusion

[16] K. Rostami, et al. ñArchitecture-Based Change Impact Analysis in Information Systems and Business Processesò, ICSA, IEEE, 2017.

[19] V. Basili and D. Weiss, ñA Methodology for Collecting Valid Software Engineering Dataò, TSE, vol. SE-10, no. 6, IEEE, 1984.

[7] S. Seifermann, et al., ñDetecting violations of access control and information flow policies in data flow diagramsò, JSS, vol. 184, Elsevier, 2022.
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Scenario # Component # SEFF # TFG # Nodes

Corona 

WarnApp
21 58 14 687

MobilityAs

AService
18 49 8 200
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Results

High average F1 score of 0.88

Average precision P of 0.78, the 
analysis is optimized for recall R of 1.0

Average impact set ratio ractual of 0.11 
has a slight overestimation of the actual 
impact set ratio rimpact of 0.14

 

Discussion

Greater distances between uncertainty 
and violation degrade analysis results

In average, 86% less manual analysis 
effort required by the software architect

2024-12-0921

Evaluation Results

Overview % ContributionsMotivation % % Evaluation % Related Work % Conclusion

S1 S2 S3 S4

Precision P 0.838 1.000 0.840 0.882

Recall R 1.000 1.000 1.000 1.000

F1 score 0.912 1.000 0.913 0.938

Ratio ractual 0.155 0.080 0.105 0.300

Ratio rimpact 0.185 0.080 0.125 0.340

CORONA WARN APP

MOBILITY-AS-A-SERVICE

S1 S2 S3 S4 S5

Precision P 0.095 0.923 0.500 0.967 1.000

Recall R 1.000 1.000 1.000 1.000 1.000

F1 score 0.174 0.960 0.667 0.983 1.000

Ratio ractual 0.010 0.062 0.016 0.150 0.140

Ratio rimpact 0.109 0.067 0.031 0.155 0.140
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F1 score 0.174 0.960 0.667 0.983 1.000

Ratio ractual 0.010 0.062 0.016 0.150 0.140

Ratio rimpact 0.109 0.067 0.031 0.155 0.140

S1 S2 S3 S4 S5

Precision P 0.095 0.923 0.500 0.967 1.000

Recall R 1.000 1.000 1.000 1.000 1.000

F1 score 0.174 0.960 0.667 0.983 1.000

Ratio ractual 0.010 0.062 0.016 0.150 0.140

Ratio rimpact 0.109 0.067 0.031 0.155 0.140
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Precision P 0.095 0.923 0.500 0.967 1.000

Recall R 1.000 1.000 1.000 1.000 1.000

F1 score 0.174 0.960 0.667 0.983 1.000

Ratio ractual 0.010 0.062 0.016 0.150 0.140

Ratio rimpact 0.109 0.067 0.031 0.155 0.140
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Demonstration of Uncertainty Impact Sets
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Model-based Security Analysis, e.g., 
UMLsec [20], SecureUML [21], or architectural 
access control and vulnerability analysis [22]

Combined analysis of source code and 
software architecture like CodeQL [23]

Data flow-based analysis, e.g., to detect 
design flaws [24] or security antipatterns [25], 
or to incorporate legal experts [26]

Gap: No consideration of uncertainty

2024-12-0924

Related Work
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Gap: Lack of support for confidentiality
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Contributions

C1: Identification and classification 
of uncertainty regarding confidentiality

C2: Architecture-based uncertainty 
propagation and impact analysis

C3: Uncertainty-aware confidentiality 
analysis to identify violations

 

Benefits

Precise terminology, less expertise 
required, raised awareness

Less manual effort, what-if analysis 
capabilities to reduce costs

Future Work

Extension: mitigation using ML

Integration: catalogs, combined analyses

Generalization: uncertainty interactions, 
application for other quality properties
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Conclusion and Future Work

Identification:

«deploy»

Analysis:
Classification:

Propagation:

Overview % ContributionsMotivation % % Evaluation % Related Work % Conclusion



Sebastian Hahner ïDoctoral Defense:

Architecture-Based and Uncertainty-Aware Confidentiality Analysis

KASTEL ï Institute of Information Security and Dependability

DSiS ï Dependability of Software-intensive Systems group

EXTRA SLIDES

2024-12-0928



Sebastian Hahner ïDoctoral Defense:

Architecture-Based and Uncertainty-Aware Confidentiality Analysis

KASTEL ï Institute of Information Security and Dependability

DSiS ï Dependability of Software-intensive Systems group

[1] Wall Street Journal, https://www.wsj.com/tech/cybersecurity/why-are-cybersecurity-data-breaches-still -rising-2f08866c, 2024 (last checked: 03.12.24)
[2] FORTUNE, https://fortune.com/2021/06/30/linkedin-data-theft-700-million-users-personal-information-cybersecurity, 2021(last checked: 03.12.24)
[3] Security Affairs, https://securityaffairs.com/163999/data-breach/ticketmaster-confirms-data-breach.html, 2024 (last checked: 03.12.24)
[4] BBC, https://www.bbc.com/news/articles/c984zenjkz5o, 2024 (last checked: 03.12.24)
[5] IT Governance, https://www.itgovernance.eu/blog/en/chat-app-knuddels-fined-e20000-for-gdpr-breach, 2018 (last checked: 03.12.24)
[6] ISO/IEC 27000:2018(E) Information technology т Security techniques т Information security management systems т Overview and vocabulary, 2018.
[7] ÉЮШÉĲŔŉĲƖůċŰŰЯШĲƣШċũЮЯШљ?ĲƣĲĦƣŔŰŊШƻŔŸũċƣŔŸŰƚШŸŉШċĦĦĲƚƚШĦŸŰƣƖŸũШċŰĬШŔŰŉŸƖůċƣŔŸŰШŉũŸƽШƓŸũŔĦŔĲƚШŔŰШĬċƣċШŉũŸƽШĬŔċŊƖċůƚњЯШsÉÉЯШƻŸũ. 184, Elsevier, 2022.
[8] D. GarlanЯШљÉŸŉƣƽċƖĲШĲŰŊŔŰĲĲƖŔŰŊШŔŰШċŰШƨŰĦĲƖƣċŔŰШƽŸƖũĬњЯШFoSER , ACM, 2010.
[9] ÉЮШ~Ħ9ŸŰŰĲũũЯШљÉŸŉƣƽċƖĲШƓƖŸŢĲĦƣШƚƨƖƻŔƻċũШŊƨŔĬĲњЯШ~ŔĦƖŸƚŸŉƣШÂƖĲƚƚЯШΝΦΦΥЮ
[10] S. M. HezavehiЯШĲƣШċũЮЯШљÖŰĦĲƖƣċŔŰƣǃШŔŰШÉĲũŉ-ċĬċƓƣŔƻĲШÉǃƚƣĲůƚаШ ШÅĲƚĲċƖĦőШ9ŸůůƨŰŔƣǃШÂĲƖƚƓĲĦƣŔƻĲЯњШ 9~ШÑ ÉЮЯШƻŸũЮШΝΡЯШŰŸЮШΠЯШΞΜΞΝЮ
[11] Robert Koch Institute, Open-source Corona Warn App, documentation available online: https://github.com/corona-warn-app
[12] S. HahnerЯШĲƣШċũЮЯШљ ƖĦőŔƣĲĦƣƨƖĲ-7ċƚĲĬШÖŰĦĲƖƣċŔŰƣǃШfůƓċĦƣШ ŰċũǃƚŔƚШƣŸШEŰƚƨƖĲШ9ŸŰŉŔĬĲŰƣŔċũŔƣǃњЯШÉE ~ÉЯШfEEEо 9~ЯШΞΜΞΟЮ
[13] ?ЮШìĲǃŰƚЯШвЯШS. HahnerЯШĲƣШċũЮЯШљÑŸƽċƖĬƚШċШÅĲƚĲċƖĦőШ ŊĲŰĬċШŉŸƖШÖŰĬĲƖƚƣċŰĬŔŰŊШċŰĬШ~ċŰċŊŔŰŊШÖŰĦĲƖƣċŔŰƣǃШŔŰШÉĲũŉ- ĬċƓƣŔƻĲШÉǃƚƣĲůƚЯњШ 9~ШÉE ЯШƻŸũЮШΠΥЯШŰŸЮ 4, 2023.
[14] S. HahnerЯШĲƣШċũЮЯШљ Ш9ũċƚƚŔŉŔĦċƣŔŸŰШŸŉSoftware- ƖĦőŔƣĲĦƣƨƖċũШÖŰĦĲƖƣċŔŰƣǃШÅĲŊċƖĬŔŰŊШ9ŸŰŉŔĬĲŰƣŔċũŔƣǃњЯШf9EÑEЯШÉƓƖŔŰŊĲƖЯШΞΜΞΟЮ
[15] N. Boltz and S. HahnerЯШĲƣШċũЮЯШљ ŰШEǂƣĲŰƚŔĤũĲШ[ƖċůĲƽŸƖťШŉŸƖArchitecture-Based Data Flow Analysis forfŰŉŸƖůċƣŔŸŰШÉĲĦƨƖŔƣǃњЯШE9É ЯШÉƓƖŔŰŊĲƖЯШΞΜΞΠЮ
[16] uЮШÅŸƚƣċůŔЯШĲƣШċũЮШљ ƖĦőŔƣĲĦƣƨƖĲ-7ċƚĲĬШ9őċŰŊĲШfůƓċĦƣШ ŰċũǃƚŔƚШŔŰШfŰŉŸƖůċƣŔŸŰШÉǃƚƣĲůƚШċŰĬШ7ƨƚŔŰĲƚƚШÂƖŸĦĲƚƚĲƚњЯШf9É ЯШfEEEЯШΞΜΝΤЮ
[17] ÅЮШÅĲƨƚƚŰĲƖШĲƣШċũЮЯШљ~ŸĬĲũŔŰŊШċŰĬШÉŔůƨũċƣŔŰŊШÉŸŉƣƽċƖĲШ ƖĦőŔƣĲĦƣƨƖĲƚаШÑőĲШÂċũũċĬŔŸШ ƓƓƖŸċĦőњЯШÑőĲШ~fÑШÂƖĲƚƚЯШΞΜΝΣЮ
[18] J. Camara, S. HahnerЯШĲƣШċũЮЯШљÖŰĦĲƖƣċŔŰƣǃШ[ũŸƽШ?ŔċŊƖċůƚаШÑŸƽċƖĬƚШċШÉǃƚƣĲůċƣŔĦШÅĲƓƖĲƚĲŰƣċƣŔŸŰШŸŉШÖŰĦĲƖƣċŔŰƣǃШÂƖŸƓċŊċƣŔŸŰШċŰĬШfŰƣĲƖċĦƣŔŸŰњЯШÉE ~ÉЯ IEEE/ACM, 2024.
[19] V. Basili ċŰĬШ?ЮШìĲŔƚƚЯШљ Ш~ĲƣőŸĬŸũŸŊǃШŉŸƖШ9ŸũũĲĦƣŔŰŊШéċũŔĬШÉŸŉƣƽċƖĲШEŰŊŔŰĲĲƖŔŰŊШ?ċƣċњЯШÑÉEЯШƻŸũЮШÉE-10, no. 6, IEEE, 1984.
[20] J. JürjensЯШљUMLsecаШEǂƣĲŰĬŔŰŊШÖ~xШŉŸƖШÉĲĦƨƖĲШÉǃƚƣĲůƚШ?ĲƻĲũŸƓůĲŰƣњЯШÖ~xШΞΜΜΞШу The Unified Modeling Language, Springer, 2002.

2024-12-0929

References



Sebastian Hahner ïDoctoral Defense:

Architecture-Based and Uncertainty-Aware Confidentiality Analysis

KASTEL ï Institute of Information Security and Dependability

DSiS ï Dependability of Software-intensive Systems group

[21] T. LodderstedtЯШĲƣШċũЮЯШљSecureUML: A UML-Based Modeling Language for Model-?ƖŔƻĲŰШÉĲĦƨƖŔƣǃњЯШÖ~xШΞΜΜΞШу The Unified Modeling Language, Springer, 2002.
[22] ~ЮШìċũƣĲƖЯШĲƣШċũЮЯШљ ƖĦőŔƣĲĦƣƨƖĲ-Based Attack Path Analysis forfĬĲŰƣŔŉǃŔŰŊШÂŸƣĲŰƣŔċũШÉĲĦƨƖŔƣǃШfŰĦŔĬĲŰƣƚњЯШE9É ЯШÉƓƖŔŰŊĲƖЯШΞΜΞΟЮ
[23] §ЮШĬĲШ~ŸŸƖЯШĲƣШċũЮЯШЮљÄxаШ§ĤŢĲĦƣ-§ƖŔĲŰƣĲĬШÄƨĲƖŔĲƚШ~ċĬĲШEċƚǃњЯШ]ĲŰĲƖċƣŔƻĲШċŰĬШÑƖċŰƚŉŸƖůċƣŔŸŰċũШÑĲĦőŰŔƕƨĲƚШŔŰШÉŸŉƣƽċƖĲШEŰŊŔŰĲĲƖŔŰg II, Springer, 2008.
[24] S. PeldszusЯШĲƣШċũЮЯШљÉĲĦƨƖĲШ?ċƣċ-[ũŸƽШ9ŸůƓũŔċŰĦĲШ9őĲĦťƚШĤĲƣƽĲĲŰШ~ŸĬĲũƚШċŰĬШ9ŸĬĲШ7ċƚĲĬШŸŰШ ƨƣŸůċƣĲĬШ~ċƓƓŔŰŊƚњЯШ~§?ExÉЯШ 9~оfEEЯШΞΜΝΦЮ
[25] S. Schneider and R. ScandariatoЯШљ ƨƣŸůċƣŔĦШĲǂƣƖċĦƣŔŸŰШŸŉШƚĲĦƨƖŔƣǃ-ƖŔĦőШĬċƣċŉũŸƽШĬŔċŊƖċůƚШŉŸƖШůŔĦƖŸƚĲƖƻŔĦĲШċƓƓũŔĦċƣŔŸŰƚШƽƖŔƣƣĲŰШŔŰШsċƻċњЯШsÉÉЯШƻŸũЮШΞΜΞЯШΞΜΞΟЮ
[26]  ЮШ7ŸũƣǍЯШĲƣШċũЮЯШљ Ш~ŸĬĲũ-Based Framework for Simplified Collaboration of Legal and Software Experts in Data Protection AssessmĲŰƣƚњЯШf [§Å~ ÑfuШΞΜΞΞЯШ]fЯШΞΜΞΞЮ
[27] A. MoraliЯШĲƣШċũЮЯШљfÑШĦŸŰŉŔĬĲŰƣŔċũŔƣǃШƖŔƚťШċƚƚĲƚƚůĲŰƣШŉŸƖШċŰШċƖĦőŔƣĲĦƣƨƖĲ-ĤċƚĲĬШċƓƓƖŸċĦőњЯШfŰƣĲƖŰċƣŔŸŰċũШìŸƖťƚőŸƓШŸŰШ7ƨƚŔŰĲƚƚ-driven IT Management, IEEE/IFIP, 2008.
[28] A. TchernykhЯШĲƣШċũЮЯШљÑŸƽċƖĬƚШƨŰĬĲƖƚƣċŰĬŔŰŊШƨŰĦĲƖƣċŔŰƣǃШŔŰШĦũŸƨĬШĦŸůƓƨƣŔŰŊШƽŔƣőШƖŔƚťƚШŸŉШĦŸŰŉŔĬĲŰƣŔċũŔƣǃЯШŔŰƣĲŊƖŔƣǃЯШċŰĬШċƻċŔũċĤŔũŔƣǃњЯШJournal of Comp. Science, vol. 36, 2019.
[29] U. Hengartner ċŰĬШ]ЮШüőŸŰŊЯШљ?ŔƚƣƖŔĤƨƣĲĬЯШÖŰĦĲƖƣċŔŰƣǃ- ƽċƖĲШ ĦĦĲƚƚШ9ŸŰƣƖŸũШŉŸƖШÂĲƖƻċƚŔƻĲШ9ŸůƓƨƣŔŰŊњЯШPerComW, IEEE, 2007.
[30] ÑЮШ7ƨƖĲƚЯШĲƣШċũЮЯШљ9ċƓƣƨƖŔŰŊШ?ǃŰċůŔĦŔƣǃШċŰĬШÖŰĦĲƖƣċŔŰƣǃШŔŰШÉĲĦƨƖŔƣǃШċŰĬШÑƖƨƚƣШƻŔċШÉŔƣƨċƣŔŸŰċũШÂċƣƣĲƖŰƚњЯШISoLA , 2020.
[31] P.-9ЮШ9őĲŰŊЯШĲƣШċũЮЯШљ[ƨǍǍǃШ~ƨũƣŔ-Level Security: An Experiment on Quantified Risk- ĬċƓƣŔƻĲШ ĦĦĲƚƚШ9ŸŰƣƖŸũњЯШÉÂЯШfEEEЯШΞΜΜΤЮ
[32] ?ЮШÅЮШĬШÉċŰƣŸƚЯШĲƣШċũЮЯШљ ШĬǃŰċůŔĦШƖŔƚť-ĤċƚĲĬШċĦĦĲƚƚШĦŸŰƣƖŸũШċƖĦőŔƣĲĦƣƨƖĲШŉŸƖШĦũŸƨĬШĦŸůƓƨƣŔŰŊњЯШ §~ÉЯШfEEEЯШΞΜΝΠЮ
[33] ЮШsЮШÅċůŔƖĲǍЯШĲƣШċũЮЯШљ ШƣċǂŸŰŸůǃШŸŉШƨŰĦĲƖƣċŔŰƣǃШŉŸƖШĬǃŰċůŔĦċũũǃШċĬċƓƣŔƻĲШƚǃƚƣĲůƚњЯШÉE ~ÉЯШfEEEЯШΞΜΝΞЮ
[34] D. GarlanЯШĲƣШċũЮЯШљÅċŔŰĤŸƽаШ ƖĦőŔƣĲĦƣƨƖĲ-Based Self- ĬċƓƣċƣŔŸŰШƽŔƣőШÅĲƨƚċĤũĲШfŰŉƖċƚƣƖƨĦƣƨƖĲњЯШ9ŸůƓƨƣĲƖЯШƻŸũЮШΟΤЯШŰŸЮШΝΜЯШΞΜΜΠЮ
[35] sЮШìőŔƣƣũĲЯШĲƣШċũЮЯШљÅEx ñаШfŰĦŸƖƓŸƖċƣŔŰŊШÖŰĦĲƖƣċŔŰƣǃШŔŰƣŸШƣőĲШÉƓĲĦŔŉŔĦċƣŔŸŰШŸŉШÉĲũŉ- ĬċƓƣŔƻĲШÉǃƚƣĲůƚњЯШÅEЯШfEEEЯШΞΜΜΦЮ
[36] ЮШuŸǍŔŸũĲťЯШĲƣШċũЮЯШљÂĲƖ§ƓƣĲƖǃǂаШċƨƣŸůċƣĲĬШċƓƓũŔĦċƣŔŸŰШŸŉШƣċĦƣŔĦƚШŔŰШůƨũƣŔ-ŸĤŢĲĦƣŔƻĲШƚŸŉƣƽċƖĲШċƖĦőŔƣĲĦƣƨƖĲШŸƓƣŔůŔǍċƣŔŸŰњЯШQoSA-ISARCS, ACM, 2011.
[37] N. EsfahaniЯШĲƣШċũЮЯШљGuideArchаШ]ƨŔĬŔŰŊШƣőĲШĲǂƓũŸƖċƣŔŸŰШŸŉШċƖĦőŔƣĲĦƣƨƖċũШƚŸũƨƣŔŸŰШƚƓċĦĲШƨŰĬĲƖШƨŰĦĲƖƣċŔŰƣǃњЯШf9ÉEЯШfEEEо 9~ЯШΞΜΝΟЮ
[38] I. Lytra ċŰĬШÖЮШüĬƨŰЯШљÉƨƓƓŸƖƣŔŰŊШċƖĦőŔƣĲĦƣƨƖċũШĬĲĦŔƚŔŸŰШůċťŔŰŊШŉŸƖШƚǃƚƣĲůƚ-of-ƚǃƚƣĲůƚШĬĲƚŔŊŰШƨŰĬĲƖШƨŰĦĲƖƣċŔŰƣǃњЯШSESoS, ACM, 2013.
[39] sЮШÑƖŸǃċЯШĲƣШċũЮЯШљÖŰĦĲƖƣċŔŰƣǃШƖĲƓƖĲƚĲŰƣċƣŔŸŰШŔŰШƚŸŉƣƽċƖĲШůŸĬĲũƚаШċШƚƨƖƻĲǃњЯШSoSyM, vol. 20, no. 4, Springer, 2021.
[40] Object Management Group, Precise Semantics for Uncertainty Modeling (PSUM), Beta 2, 2024.

2024-12-0930

References



Sebastian Hahner ïDoctoral Defense:

Architecture-Based and Uncertainty-Aware Confidentiality Analysis

KASTEL ï Institute of Information Security and Dependability

DSiS ï Dependability of Software-intensive Systems group

[ECSA-C 2021] S. HahnerЯШљ ƖĦőŔƣĲĦƣƨƖċũШ ĦĦĲƚƚШ9ŸŰƣƖŸũШ
ÂŸũŔĦǃШÅĲŉŔŰĲůĲŰƣШċŰĬШéĲƖŔŉŔĦċƣŔŸŰШƨŰĬĲƖШÖŰĦĲƖƣċŔŰƣǃњЯШ
ECSA-C, 2021.
[ACM MODELS-C 2022] M. Acosta, S. Hahner, et al., 
љÖŰĦĲƖƣċŔŰƣǃШŔŰШĦŸƨƓũĲĬШůŸĬĲũƚШŸŉШĦǃĤĲƖ-ƓőǃƚŔĦċũШƚǃƚƣĲůƚњЯШ
MODELS-C, ACM, 2022.
[Springer ICETE 2023] S. HahnerЯШĲƣШċũЮЯШљ Ш9ũċƚƚŔŉŔĦċƣŔŸŰШ
of Software-Architectural Uncertainty Regarding 
9ŸŰŉŔĬĲŰƣŔċũŔƣǃњЯШf9EÑEЯШÉƓƖŔŰŊĲƖЯШΞΜΞΟЮ
[ACM/IEEE MODELS-C 2024] S. HahnerЯШĲƣШċũЮЯШљ Å9Ж аШ Ш
Collaborative Uncertainty Catalog to Address the 
Awareness Problem of Model-Based Confidentiality 
ŰċũǃƚŔƚњЯШ~§?ExÉ-C, ACM/IEEE, 2024.

[IEEE/ACM SEAMS 2023] S. HahnerЯШĲƣШċũЮЯШљ ƖĦőŔƣĲĦƣƨƖĲ-
Based Uncertainty Impact Analysis to Ensure 
9ŸŰŉŔĬĲŰƣŔċũŔƣǃњЯШÉE ~ÉЯШfEEEо 9~ЯШΞΜΞΟЯ

[IEEE/ACM SEAMS 2024] J. Camara, S. Hahner, et al., 
љÖŰĦĲƖƣċŔŰƣǃШ[ũŸƽШ?ŔċŊƖċůƚаШÑŸƽċƖĬƚШċШÉǃƚƣĲůċƣŔĦШ
ÅĲƓƖĲƚĲŰƣċƣŔŸŰШŸŉШÖŰĦĲƖƣċŔŰƣǃШÂƖŸƓċŊċƣŔŸŰШċŰĬШfŰƣĲƖċĦƣŔŸŰњЯШ
SEAMS, IEEE/ACM, 2024.
[IEEE SEAA 2022] N. Boltz, S. HahnerЯШĲƣШċũЮЯШљcċŰĬũŔŰŊШ
Environmental Uncertainty in Design Time Access Control 
ŰċũǃƚŔƚњЯШÉE ЯШfEEEЯШΞΜΞΞЮ

[Springer ECSA 2022] M. Walter, S. Hahner, et al., 
љ ƖĦőŔƣĲĦƣƨƖċũШ§ƓƣŔůŔǍċƣŔŸŰШŉŸƖConfidentiality Under 
ÉƣƖƨĦƣƨƖċũШÖŰĦĲƖƣċŔŰƣǃњЯШE9É ЯШÉƓƖŔŰŊĲƖЯШΞΜΞΞЮ
[IEEE ICSA-C 2023] S. HahnerЯШĲƣШċũЮЯШљ~ŸĬĲũ-based 
9ŸŰŉŔĬĲŰƣŔċũŔƣǃШ ŰċũǃƚŔƚШƨŰĬĲƖШÖŰĦĲƖƣċŔŰƣǃњЯШf9É-C, IEEE, 
2023.
[Springer ECSA 2024] N. Boltz and S. HahnerЯШĲƣШċũЮЯШљ ŰШ
Extensible Framework forArchitecture-Based Data Flow 
Analysis forfŰŉŸƖůċƣŔŸŰШÉĲĦƨƖŔƣǃњЯШE9É ЯШÉƓƖŔŰŊĲƖЯШΞΜΞΠЮ

2024-12-0931

Own Publications (related)



Sebastian Hahner ïDoctoral Defense:

Architecture-Based and Uncertainty-Aware Confidentiality Analysis

KASTEL ï Institute of Information Security and Dependability

DSiS ï Dependability of Software-intensive Systems group

1.  S. HahnerЯШљ ƖĦőŔƣĲĦƣƨƖċũШ ĦĦĲƚƚШ9ŸŰƣƖŸũШÂŸũŔĦǃШÅĲŉŔŰĲůĲŰƣШċŰĬШéĲƖŔŉŔĦċƣŔŸŰШƨŰĬĲƖШÖŰĦĲƖƣċŔŰƣǃњЯШE9É-C, 2021.
2.  S. HahnerЯШљ?ĲċũŔŰŊШƽŔƣőШÖŰĦĲƖƣċŔŰƣǃШŔŰШ ƖĦőŔƣĲĦƣƨƖċũШ9ŸŰŉŔĬĲŰƣŔċũŔƣǃШ ŰċũǃƚŔƚњЯШÉEЯШ]fЯШΞΜΞΝЮ
3.  S. HahnerЯШĲƣШċũЮЯШљ~ŸĬĲũŔŰŊШ?ċƣċШ[ũŸƽШ9ŸŰƚƣƖċŔŰƣƚШŉŸƖШ?ĲƚŔŊŰ-ÑŔůĲШ9ŸŰŉŔĬĲŰƣŔċũŔƣǃШ ŰċũǃƚĲƚњЯШf9É-C, IEEE, 2021.
4.  S. Schulz, F. Reiche, S. HahnerЯШċŰĬШsЮШÉĦőŔŉŉũЯШљ9ŸŰƣŔŰƨŸƨƚШÉĲĦƨƖĲШÉŸŉƣƽċƖĲШ?ĲƻĲũŸƓůĲŰƣШċŰĬШ ŰċũǃƚŔƚњЯШÉÉÂЯШΞΜΞΝЮ
5.  S. Seifermann, M. Walter, S. HahnerЯШĲƣШċũЮЯШљfĬĲŰƣŔŉǃŔŰŊШ9ŸŰŉŔĬĲŰƣŔċũŔƣǃШéŔŸũċƣŔŸŰƚШŔŰШ ƖĦőŔƣĲĦƣƨƖċũШ?ĲƚŔŊŰШÖƚŔŰŊШÂċũũċĬŔŸњЯШE9É-C, 2021.
6.  M. Acosta, S. HahnerЯШĲƣШċũЮЯШљÖŰĦĲƖƣċŔŰƣǃШŔŰШĦŸƨƓũĲĬШůŸĬĲũƚШŸŉШĦǃĤĲƖ-ƓőǃƚŔĦċũШƚǃƚƣĲůƚњЯШ~§?ExÉ-C, ACM, 2022.
7.  N. Boltz, S. HahnerЯШĲƣШċũЮЯШљcċŰĬũŔŰŊШEŰƻŔƖŸŰůĲŰƣċũШÖŰĦĲƖƣċŔŰƣǃШŔŰШ?ĲƚŔŊŰШÑŔůĲШ ĦĦĲƚƚШ9ŸŰƣƖŸũШ ŰċũǃƚŔƚњЯШÉE ЯШfEEEЯШΞΜΞΞЮ
8.  ÑЮШ7ƨƖĲƜЯШвЯШS. HahnerЯШĲƣШċũЮЯШљ ƣƣƨŰŔŰŊШ ĬċƓƣċƣŔŸŰШÅƨũĲƚШƻŔċa Rule-ÉƓĲĦŔŉŔĦШ ĲƨƖċũШ ĲƣƽŸƖťњЯШfÉ§x ЯШÉƓƖŔŰŊĲƖЯШΞΜΞΞЮ
9.  A. Kaplan, T. Kühn, S. HahnerЯШĲƣШċũЮЯШљfŰƣƖŸĬƨĦŔŰŊШċŰШEƻċũƨċƣŔŸŰШ~ĲƣőŸĬШŉŸƖШÑċǂŸŰŸůŔĲƚњЯШE ÉEЯШ 9~ЯШΞΜΞΞЮ
10.  ~ЮШuŸŰĲƖƚůċŰŰЯШвЯШS. HahnerЯШĲƣШċũЮЯШљEƻċũƨċƣŔŸŰШ~ĲƣőŸĬƚШċŰĬШÅĲƓũŔĦċĤŔũŔƣǃШŸŉШÉŸŉƣƽċƖĲШ ƖĦőŔƣĲĦƣƨƖĲШÅĲƚĲċƖĦőШ§ĤŢĲĦƣƚњЯШf9É ЯШfEEEЯШΞΜΞΞЮ
11.  ÑЮШÉċŌũċůЯШS. HahnerЯШĲƣШċũЮЯШљÑŸťĲŰ-ĤċƚĲĬШƓũċŊŔċƖŔƚůШĬĲƣĲĦƣŔŸŰШŉŸƖШůĲƣċůŸĬĲũƚњЯШ~§?ExÉ-C, ACM, 2022.
12.  M. Walter, S. HahnerЯШШĲƣШċũЮЯШљ ƖĦőŔƣĲĦƣƨƖċũШ§ƓƣŔůŔǍċƣŔŸŰШŉŸƖ9ŸŰŉŔĬĲŰƣŔċũŔƣǃШÖŰĬĲƖШÉƣƖƨĦƣƨƖċũШÖŰĦĲƖƣċŔŰƣǃњЯШE9É ЯШÉƓƖŔŰŊĲƖЯШΞΜΞΞЮ
13.  ÑЮШ7ƨƖĲƜЯШвЯШS. HahnerЯШĲƣШċũЮЯШљ]ĲŰĲƖċƣŔŰŊШċĬċƓƣċƣŔŸŰШƖƨũĲ-ƚƓĲĦŔŉŔĦШŰĲƨƖċũШŰĲƣƽŸƖťƚњЯШÉÑÑÑЯШÉƓƖŔŰŊĲƖЯШΞΜΞΟЮ
14.  S. HahnerЯШĲƣШċũЮЯШљ~ŸĬĲũ-ĤċƚĲĬШ9ŸŰŉŔĬĲŰƣŔċũŔƣǃШ ŰċũǃƚŔƚШƨŰĬĲƖШÖŰĦĲƖƣċŔŰƣǃњЯШf9É-C, IEEE, 2023.
15.  S. HahnerЯШĲƣШċũЮЯШљ ƖĦőŔƣĲĦƣƨƖĲ-7ċƚĲĬШÖŰĦĲƖƣċŔŰƣǃШfůƓċĦƣШ ŰċũǃƚŔƚШƣŸШEŰƚƨƖĲШ9ŸŰŉŔĬĲŰƣŔċũŔƣǃњЯШÉE ~ÉЯШfEEEо 9~ЯШΞΜΞΟЮ
16.  S. HahnerЯШĲƣШċũЮЯШљ Ш9ũċƚƚŔŉŔĦċƣŔŸŰШŸŉSoftware- ƖĦőŔƣĲĦƣƨƖċũШÖŰĦĲƖƣċŔŰƣǃШÅĲŊċƖĬŔŰŊШ9ŸŰŉŔĬĲŰƣŔċũŔƣǃњЯШf9EÑEЯШÉƓƖŔŰŊĲƖЯШΞΜΞΟЮ
17.  R. Heinrich, S. Seifermann, M. Walter, S. HahnerЯШĲƣШċũЮЯШљ?ǃŰċůŔĦШ ĦĦĲƚƚШ9ŸŰƣƖŸũШŔŰfŰĬƨƚƣƖǃШΠЮΜШÉǃƚƣĲůƚњЯШ?ŔŊŔƣċũШÑƖċŰƚŉŸƖůċƣŔŸŰЯШÉƓƖŔŰŊĲƖЯШΞΜΞΟЮ
18.  ÑЮШÉċŌũċůЯШxЮШÉĦőůŔĬЯШS. HahnerЯШċŰĬШEЮШ7ƨƖŊĲƖЯШљcŸƽШÉƣƨĬĲŰƣƚШÂũċŊŔċƖŔǍĲШ~ŸĬĲũŔŰŊШ ƚƚŔŊŰůĲŰƣƚњЯШ~§?ExÉ-C, ACM/IEEE, 2023.
19.  M. Walter, S. HahnerЯШĲƣШċũЮЯШљ ƖĦőŔƣĲĦƣƨƖĲ-ĤċƚĲĬШċƣƣċĦťШƓƖŸƓċŊċƣŔŸŰШċŰĬШƻċƖŔċƣŔŸŰШċŰċũǃƚŔƚШŉŸƖШŔĬĲŰƣŔŉǃŔŰŊШĦŸŰŉŔĬĲŰƣŔċũŔƣǃШŔƚƚƨĲƚШŔŰШfŰĬƨƚƣƖǃШΠЮΜњЯ at - Automatisierungstechnik, 2023.
20.  ?ЮШìĲǃŰƚЯШвЯШS. HahnerЯШĲƣШċũЮЯШљÑŸƽċƖĬƚШċШÅĲƚĲċƖĦőШ ŊĲŰĬċШŉŸƖШÖŰĬĲƖƚƣċŰĬŔŰŊШċŰĬШ~ċŰċŊŔŰŊШÖŰĦĲƖƣċŔŰƣǃШŔŰШÉĲũŉ- ĬċƓƣŔƻĲШÉǃƚƣĲůƚњШ 9~ШÉf]É§[ÑШÉE ЯШΞΜΞΟЮ
21.  N. Boltz and S. HahnerЯШĲƣШċũЮЯШљ ŰШEǂƣĲŰƚŔĤũĲШ[ƖċůĲƽŸƖťШŉŸƖШ ƖĦőŔƣĲĦƣƨƖĲ-7ċƚĲĬШ?ċƣċШ[ũŸƽШ ŰċũǃƚŔƚШŉŸƖШfŰŉŸƖůċƣŔŸŰШÉĲĦƨƖŔƣǃњЯШE9É ЯШÉƓƖŔŰŊĲƖЯШΞΜΞΠЮ
22.  J. Cámara, S. HahnerЯШĲƣШċũЮЯШљÖŰĦĲƖƣċŔŰƣǃШ[ũŸƽШ?ŔċŊƖċůƚаШÑŸƽċƖĬƚШċШÉǃƚƣĲůċƣŔĦШÅĲƓƖĲƚĲŰƣċƣŔŸŰШŸŉШÖŰĦĲƖƣċŔŰƣǃШÂƖŸƓċŊċƣŔŸŰШċŰĬШfŰƣĲƖċĦƣŔŸŰњЯШÉE ~ÉЯ IEEE/ACM, 2024.
23.  S. HahnerЯШĲƣШċũЮЯШљ Å9Ο аШ Ш9ŸũũċĤŸƖċƣŔƻĲШÖŰĦĲƖƣċŔŰƣǃШ9ċƣċũŸŊШƣŸШ ĬĬƖĲƚƚШƣőĲШ ƽċƖĲŰĲƚƚШÂƖŸĤũĲůШŸŉШ~ŸĬĲũ-7ċƚĲĬШ9ŸŰŉŔĬĲŰƣŔċũŔƣǃШ ŰċũǃƚŔƚњЯ MODELS-C, ACM/IEEE, 2024.
24.  S. HahnerЯШĲƣШċũЮЯШљ ƖĦőŔƣĲĦƣƨƖĲ-ĤċƚĲĬШÂƖŸƓċŊċƣŔŸŰШ ŰċũǃƚĲƚШÅĲŊċƖĬŔŰŊШÉĲĦƨƖŔƣǃњЯШÉEЯШ]fЯШΞΜΞΠЮ
25.  ÑЮШÉċŌũċůЯШ~ЮШBrödel, L. Schmid, and S. HahnerЯШљ?ĲƣĲĦƣŔŰŊШ ƨƣŸůċƣŔĦШÉŸŉƣƽċƖĲШÂũċŊŔċƖŔƚůШƻŔċШÑŸťĲŰШÉĲƕƨĲŰĦĲШ ŸƖůċũŔǍċƣŔŸŰњЯШf9ÉEЯШfEEEо 9~ЯШΞΜΞΠЮ
26.  ÑЮШÉċŌũċůЯШS. HahnerЯШxЮШÉĦőůŔĬЯШċŰĬШEЮШ7ƨƖŊĲƖЯШљ ƨƣŸůċƣĲĬШ?ĲƣĲĦƣŔŸŰШŸŉШ f-§ĤŉƨƚĦċƣĲĬШÂũċŊŔċƖŔƚůШŔŰШ~ŸĬĲũŔŰŊШ ƚƚŔŊŰůĲŰƣƚњЯШf9ÉE-SEET, IEEE/ACM, 2024.
27.  ÑЮШÉċŌũċůЯШS. HahnerЯШxЮШÉĦőůŔĬЯШċŰĬШEЮШ7ƨƖŊĲƖЯШљ§ĤŉƨƚĦċƣŔŸŰ-ÅĲƚŔũŔĲŰƣШÉŸŉƣƽċƖĲШÂũċŊŔċƖŔƚůШ?ĲƣĲĦƣŔŸŰШƽŔƣőШsÂũċŊњЯШf9ÉE-C, IEEE/ACM, 2024.
28.   ЮШ ŔĲőƨĲƚЯШвЯШS. HahnerЯШљfŰƣĲŊƖċƣŔŰŊШÉĲĦƨƖŔƣǃ-Enriched Data Flow Diagrams into Architecture-7ċƚĲĬШ9ŸŰŉŔĬĲŰƣŔċũŔƣǃШ ŰċũǃƚŔƚњЯШÉÉÂЯШ]fЯШΞΜΞΠЯШƣŸШċƓƓĲċƖЮ
29.  ÑЮШcƬũũĲƖЯШвЯШS. HahnerЯШљÑŸƽċƖĬƚШċШ?ċƣċШ[ũŸƽШ?ŔċŊƖċů-9ĲŰƣƖŔĦШ9ŸŰŉŔĬĲŰƣŔċũŔƣǃШ ŰċũǃƚŔƚШŔŰШÂċũũċĬŔŸњЯШÉÉÂЯШ]fЯШΞΜΞΠЯШƣŸШċƓƓĲċƖЮ
30.  7ЮШ ƖƓЯШвЯШS. HahnerЯШљ ŰċũǃǍŔŰŊШ9ǃĦũŔĦШ?ċƣċШ[ũŸƽШ?ŔċŊƖċůƚШÅĲŊċƖĬŔŰŊШfŰŉŸƖůċƣŔŸŰШÉĲĦƨƖŔƣǃњЯШÉÉÂЯШ]fЯШΞΜΞΠЯШƣŸШċƓƓĲċƖЮ

2024-12-0932

Own Publications (all)



Sebastian Hahner ïDoctoral Defense:

Architecture-Based and Uncertainty-Aware Confidentiality Analysis

KASTEL ï Institute of Information Security and Dependability

DSiS ï Dependability of Software-intensive Systems group

0: General

1: Introduction

2: Foundations / DFD Lecture

3: Running Example

4: Overview

5: Identification and Classification

6: Uncertainty Propagation

7: Confidentiality Analysis

8/9: Evaluation

10/11: Future Work / Appendix

2024-12-0933

Questions and Answers ï Overview 

C1

C2

C3
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Q&A ï0: General
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Assumptions

Availability of architectural models

Confidentiality can be expressed and 
analyzed using finite label sets on 
type level without considering time [A]

Non-trivial software systems with 
multiple, independent data flows

Software architects benefit from 
analyzing confidentiality with DFDs [B]

Limitations

Focusing on confidentiality only

Using DFDs [C] and the PCM [D]

Modeling uncertainty with scenarios [E]

Not supporting unanticipated change

The uncertainty interaction problem is 
yet unsolved, we can only contribute

Out of scope: Uncertainty mitigation 
and uncertainty in requirements

2024-12-0935

General Assumptions and Limitations

[A] S. Seifermann, et al., ñDetecting violations of access control and information flow policies in data flow diagramsò, JSS, vol. 184, Elsevier, 2022.

[B] S. Schneider, et al., ñHow Dataflow Diagrams Impact Software Security Analysis: an Empirical Experimentò, SANER, IEEE, 2024.

[C] T. de Marco, ĂStructured Analysis and System Specificationñ, YOURDON inc., New York, 1978.

[D] R. Reussner et al., ñModeling and Simulating Software Architectures: The Palladio Approachò, The MIT Press, 2016.

[E] J. Troya, et al., ñUncertainty representation in software models: a surveyò, SoSyM, vol. 20, no. 4, Springer, 2021.
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Before: Help in 
identifying and 
explaining, e.g., 
recommender 
systems, LLMs

During: Use NNs to 
complement [A] or 
replace data flow 
analysis approaches

After: Automated 
mitigation of 
confidentiality 
violations using 
ML techniques [B]

2024-12-0936

Applying Machine Learning

Classification Propagation AnalysisIdentification

[A] B. Steenhoek, et al., ñDataflow Analysis-Inspired Deep Learning for Efficient Vulnerability Detectionò, ICSE, IEEE/ACM, 2024. 

[B] N. Niehues, S. Hahner, R. Heinrich, ñAn Architecture-Based Approach to Mitigate Confidentiality Violations Using Machine Learningò, ICSA, IEEE, 2025, submitted, under review.
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Q&A ï1: Introduction
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Precision vs. Recall in Design Time Security Analysis

High precision is goodébut not without high recall.
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Software security issues are wide-ranging [A] 
and increasingly common [B]

Many issues can be detected by analyzing 
the softwareôs architecture

2024-12-0939

Software Security at Design Time

[A] OWASP, ñTop Ten Web Application Security Risksò, https://owasp.org/, 2021. 

[B] UK Department for Digital, Culture, Media and Sport, ñCyber Security Breaches Surveyò, 2021.

[A]

[B]
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Research Question 1: How to identify, describe and classify software-
architectural uncertainty regarding its relation to and impact on confidentiality?

Research Question 2: How to propagate classified uncertainty sources based 
on architectural modeling to predict their impact on a systemôs confidentiality?

Research Question 3: How to analyze confidentiality requirements using 
architectural data flow analysis with respect to uncertainty within the model?

2024-12-0940

Research Objective

Goal: Define a catalog and classification of uncertainty sources regarding 

confidentiality.                        Provide architectural analyses that predict the impact of 

uncertainty and identify confidentiality violations due to uncertainty.
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Informal Idea Visualization

Confidentiality Requirements

e.g., formulated as data flow constraints

Statements about Confidentiality

must be precise and comprehensive

Classified Uncertainty (C1)

in system & environment

Confidentiality 

Analysis (C3)

Uncertainty Analysis (C2)

satisfy requirements

with respect to 

uncertainty
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Q&A ï 2: Foundations / DFD Lecture
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Ăbeing any departure from the unachievable ideal of complete determinismò [A]

ñany deviation of deterministic knowledge that may reduce the confidence of 
adaptation decisions made based on the knowledgeò [B]

ñlack of full knowledge about the outcomes of deploying the architecture optionsò [C]

ñthe state, even partial, of deficiency of information related to, understanding or 
knowledge of, an event, its consequence, or likelihoodò [D]

ñthe lack of confidence (i.e., knowledge) about the timing and nature of inputs, the 
state of a system, a future outcome, as well as other relevant factorsò [E]

Common: Lack of information, sources within the system and its environment, 
consequences like risk and degrade quality, consider even ñsmallò uncertainty

2024-12-0943

Definitions of Uncertainty
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Existing Categories: Location, Level
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Existing Categories: Nature, Manageability, Time
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Existing Categories: Impact, Relationship, Source
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Model-Driven Software Development
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Unified Modeling Primitives [A]

[A] S. Seifermann, et al., ñA Unified Model to Detect Information Flow and Access Control Violations in Software Architecturesò, SECRYPT, SCITEPRESS, 2021.
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Confidentiality Violations

Third Party 

DB Service
Online Shop

var input = readInput()

if (debug) {

log(input)

}

DB.store(input)

On Premise 

Server

Cloud 

Service

Sensitive data?

Logging?

Input 

Validation?

Access control? Trustworthiness?

Deployment?

Encrypted 

Communication?

Access Control?
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Concrete Syntax (de Marco [A])

Data flows of every relevant data 
type, depicted with Arrows

Processes, depicted with Circles

Files are temporary data stores 
within the system, depicted with 
lines

Data sources and sinks in the 
context of the modeld system, 
depicted with rectangles

2024-12-0950

Data Flow Diagram Syntax

User

Process 

input

Logging

output

Store 

data Database

Log file

User data

Processed

user data

Sanitized user

data

Processed

user data

Log 

entry

[A] T. de Marco, ĂStructured Analysis and System Specificationñ, YOURDON inc., New York, 1978.

Meta data
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Not guaranteed to be free of cycles, 
but can be constructed in a way 
without cycles [A]

Can be expressed as directed 
acyclic Graph (DAG) G = (V, E), 
with vertices V and edges E

The data flow represents a 
strict partial order u Ṋ v

irreflexive, never u Ṋ u

asymmetric, u Ṋ v ᵼ ¬ (v Ṋ u) 

transitive, a Ṋ b  ᷈b Ṋ c ᵼ a Ṋ c 

2024-12-0951

Formal Representation of Data Flow Diagrams

[A] R. Kramer, et al., ĂThe combining DAG: a technique for parallel data flow analysisò, In: IEEE Transactions on Parallel and Distributed Systems, 1994.

User

Process 

input

Logging

output

Store 

data Database

Log file

User data

Processed

user data

Sanitized user

data

Processed

user data

Log 

entry

Meta data
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Regarding confidentiality, not the 
type of data flow is relevant but 
their characteristics [13]

Annotating characteristics as labels

Data labels describe relevant 
properties of the data, e.g., personal 
data or the encryption of data

Node labels describe properties of 
the nodes of a data flow diagram, 
e.g., their deployment or access 
control

2024-12-0952

Cofidentiality Characteristics

[13] S. Seifermann, et al., ñDetecting violations of access control and information flow policies in data flow diagramsò, In: JSS, vol. 184, 2022.

User

Process 

input

Logging

output

Store 

data Database

Log file

User data

Processed

user data

Sanitized user

data

Processed

user data

Meta data
Personal

Personal

Personal

Sanitized

Personal

Cloud

Admin Access

DB

Log 

entry

Personal
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Question: Which of the following 
requirements are violated?

1.  

2.  

3.  

4.   

2024-12-0953

Cofidentiality Requirements

Personal Admin Access

Personal Cloud

¬ Sanitized DB

¬ Sanitized

Personal ᷈
Cloud

᷈

Admin Access

User

Process 

input

Logging

output

Store 

data Database

Log file

User data

Processed

user data

Sanitized user

data

Processed

user data

Meta data
Personal

Personal

Personal

Sanitized

Personal

Cloud

Admin Access

DB

Log 

entry

Personal
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Flow Graphs (also: rooted graphs or 
pointed graphs) have 1 source and n sinks

In our case: Transposed with 1 sink and n 
sources, to represent joint flows

Has all the helpful properties of DAGs

Additional benefits, e.g.,

Simplified in-memory representation

Efficient extraction from input formats

Efficient traversal applying divide-and-conquer

2024-12-0954

Transpose Flow Graphs (TFGs)

S

Q

Q

Q
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Q&A ï3: Running Example
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Running Example: Data Flow Diagram

U1: User Input

Database Service

Online Shop

«deploy»

U3: Deployment

On Premise ServerCloud Service

U2: Data 

Processing

U4: Provider 

Trustworthiness

request 

support

return 

contact

Customer

input 

details

process 

request

query 

data

Database
display

items

purchase 

item

process 

purchase

store 

data
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Running Example: Uncertainty Classification
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Running Example: Uncertainty Scenarios
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Q&A ï4: Overview
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Analysis Procedure
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C1:  ARC3N: Web-based catalog of 
pre-classified uncertainty sources, 
can be integrated into analyses

 

C2:  UIA: Uncertainty impact 
analysis based on the PCM [A], 
Eclipse plugin and web editor

 

C3:  ABUNAI: Data flow analysis 
extension [B] with EMF-based [C] 
modeling support in Eclipse

2024-12-0961

Tool Support

C2

C3

C1

[A] R. Reussner et al., ñModeling and Simulating Software Architectures: The Palladio Approachò, The MIT Press, 2016. 

[B] N. Boltz and S. Hahner, et al., ñAn Extensible Framework forArchitecture-Based Data Flow Analysis for Information Securityò, ECSA, Springer, 2024.

[C] D. Steinberg, F. Budinsky, E. Merks, and M. Paternostro, EMF: Eclipse Modeling Framework. Pearson Education, 2008.






















































































































