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Motivation

Data Breaches, Cyber Attacks and Confidentiality ﬂ(".

Karlsruhe Institute of Technology

TECHNOLOGY | CYBERSECURITY [1] TECH - Lo . . .

What’s Behind the I in Dat Massive data leak exposes 700 mllllOIl
Breachesy | orease T TR Li TICKETMASTER CONFIRMS DATA BREACH | !
One reason: Ransomware gangs are on the rise, allowing even criminals e IMPACTING 560 MILLION CUSTOMERS

with minimal computer knowledge to get into the game

& Pierluigi Paganini  ® June 01, 2024

Russia accused of EU and Nato cyber- [4]
attacks

8 September 2024

Chat app Knuddels fined €20,000 [5]
for GDPR breach

Luke Irwin

Confidentiality: fproperty that information is not made available
or disclosed to unauthorized individuals, entities,orpr oc e S € S 0

[1] Wall Street Journal, https://www.wsj.com/tech/cybersecurity/why-are-cybersecurity-data-breaches-still-rising-2f08866¢, 2024 (last checked: 03.12.24)
[2] FORTUNE, https://fortune.com/2021/06/30/linkedin-data-theft-700-million-users-personal-information-cybersecurity, 2021(last checked: 03.12.24)

[3] Security Affairs, https://securityaffairs.com/163999/data-breach/ticketmaster-confirms-data-breach.html, 2024 (last checked: 03.12.24)

[4] BBC, https://www.bbc.com/news/articles/c984zenjkz50, 2024 (last checked: 03.12.24)

[5] IT Governance, https://www.itgovernance.eu/blog/en/chat-app-knuddels-fined-e20000-for-gdpr-breach, 2018 (last checked: 03.12.24)

[6] ISO/IEC 27000:2018(E) Information technology 1 Security techniques i Information security management systems i Overview and vocabulary, 2018
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Motivation g (IT
Software Architecture Analysis under Uncertainty = . 2%%,
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-
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. Uncertainty 7 Uncertainty
in the context [8] @ /,"' in the system [9]
@ / Software System

------- !
[ i —
I —> a-e > =
: - 0 ay I

v User ;

A

rchitecture-based Confidentiality Analysis [7]

Output

5 Uncertainty: fdeficiency of information related to, understanding
“or knowledge of, an event,@l ts| con

[71S. Seifermann, et al., fADetecting violations of access. 18 Eaviero2D22.and i nf or mati on fl ow |
[8]D.Garlan, A Software engineer i FOGERI, ACMa20l0uncertain worl do,
[99S. McConnell, fASoftware project survival guideo, Microsoft Press, 1998.

[6] ISO/IEC 27000:2018(E) Information technology i Security techniques i Information security management systems i Overview and vocabulary, 2018.
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Motivation
Challenges of Confidentiality and Uncertainty ﬂ(".

Challenge 1 Confidentiality Requirement: Protect personal user data. Challenge 3
Understanding, | ... Preghctlng
describing, and '? U1: User Input /%" U2: Data Processing the Impact of
classifying ‘ "8 uncertainty
uncertainty -> Online Shop —CQ— Database Service
ah 5 Challenge 4
. . === deploy» Identifyin
U4: Provider D e="" I Y £ t'g it
- i S 5 204 : confidentiall
|dent|fy|ng relevant TI‘US'[WOI‘thIneSS (\?P’} » ,) - ‘\ U3: Deploy ent Violations dug
) “Saasf 2 «deploy» )
uncertainty sources . | Cloud Service » "% X On Premise Server to uncertainty

Gap: lack of means to identify, describe, and analyze uncertainty

regarding confidentiality at design time
[10] S. M. Hezavehi, et al ., AUadapt avet pyshesmsl f A Research Community Perspective, 0 ACM TAAS., v
4 2024-12-09 Sebastian Hahner i Doctoral Defense: KASTEL 1 Institute of Information Security and Dependability
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Motivation %
Enabling Architectural Confidentiality Analysis ﬂ("'

9:41
CORONA
WARN-APP

RISIKO-ERMITTLUNG AKTIV

Niedriges Risiko

Bisher keine Risiko-Begegnung

© 14 von 14 Tagen aktiv

@  Aktualisiert: Heute, 9:39 Uhr

Aktualisierung in 58:46 Minuten

Wurden Sie
getestet?

Helfen Sie, die

2u verlangsamen

INFORMIEREN & MITMACHEN

[11]

[11] Robert Koch Institute, Open-source Corona Warn App, documentation available online: https://github.com/corona-warn-app
[12] S. Hahner, et al ., -BaAsredhiUineetriurae nty | mpact Analysis to Ensure Confidentialityo, SEAMS,
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Overview
Uncertainty Management at Design Time [10.13] ﬂ(".

v |

Identification =" Classification = o Propagation =» - -@ Analysis

: : : ;
Catalog: Y Classification: Impact Set: Violations:
\\\:—,l' - '
,-V— : _(’\: .
(,6\\- y <deploy> ] \F,/
N ‘
Goal: Define a and classification of uncertainty sources regarding
! confidentiality. Provide architectural analyses that predict the impact of
uncertainty and identify confidentiality violations due to uncertainty.
[10] S. M. Hezavehi, et al ., AfUadapt avet pysheel f A Research Community Perspective, 0 ACM TAAS., v
[13]D. Wey nSsHahnér, et al ., ATowards a Research Agenda for-Admgpern ytearsgisngeg mand MOBanGH,BBOBACc SIE
6 2024-12-09 Sebastian Hahner 1 Doctoral Defense: KASTEL 1 Institute of Information Security and Dependability
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Motivation % Overview % Contributions % Evaluation % Related Work % Conclusion (IT
Contribution Overview ﬂ

Karlsruhe Institute of Technology

( )

7 - - - - - - - - - -
- ldentification and Classification of Uncertainty w.r.t. Confidentiality C1
4 [ECSA-C 2021] [ACM MODELS-C 2022] [Springer ICETE 2023] [ACM/IEEE MODELS-C 2024]

) Architecture-Based Uncertainty Propagation and Impact Analysis C2
[IEEE/ACM SEAMS 2023] [IEEE/ACM SEAMS 2024]

Uncertainty-Aware Confidentiality Analysis C3
Q [I[EEE SEAA 2022] [Springer ECSA 2022] [IEEE ICSA-C 2023] [Springer ECSA 2024]

Sebastian Hahner i Doctoral Defense: KASTEL 1 Institute of Information Security and Dependability

2024-12-09 Architecture-Based and Uncertainty-Aware Confidentiality Analysis DSiS i Dependability of Software-intensive Systems group



Contributions
Uncertainty Impact Analysis ﬂ(".

'? U1: User Input What do we have?

® l 9 JU?: Data m Classified uncertainty sources [14]
-" Online Shop Processing ® Mapping to data flow diagrams (15
C1
I-(Q— Database Service U2: Data Processing Q
_ Location: Behavior
U4: Provider 7 U3: Deployment
. Trustworthiness } & «deploy
l ’ |
y. t ) )
Cloud Service On Premise Server
[14] S.Hahner, et al ., A ASo@Wwaedédschi tecionadf Uncertainty Regarding Confidentialityo, | CETE, Sp
[15] N. Boltzand S. Hahner, et al ., #fA An Ext ArdhitecturetBasedData Ri@vwApalydis fof lomf or mati on Securityo, ECSA, Springer,
2024-12-09 Sebastian Hahner i Doctoral Defense: KASTEL 1 Institute of Information Security and Dependability
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Contributions
Uncertainty Impact Analysis ﬂ(".

N TRANSFORMED DATA FLOW DIAGRAM (DFD) @
1'7} U1: User Input —

(D) return input rocess
O - Online Shop“?/ J2: Data de{oails I:equest
ab Processing
(o Database Service ‘ support data

U4: Provider 7 U3' Deployment Customer di'tZFr):gy Database

Trustworthiness
s, ) ﬂ «deploy»
l‘ 7 ,‘» »’ e purchase process
: item purchase
Cloud Service On Premise Server
[14] S.Hahner, et al ., A ASo@Wwaedédschi tecionadf Uncertainty Regarding Confidentialityo, | CETE, Sp
[15] N. Boltzand S. Hahner, et al ., #fA An Ext ArdhitecturetBasedData Ri@vwApalydis fof lomf or mati on Securityo, ECSA, Springer,
Sebastian Hahner 1 Doctoral Defense: KASTEL 1 Institute of Information Security and Dependability
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Contributions

Uncertainty Impact Analysis

(9 U1: User Input

—_—
/7, "
{ )
. \
-— ’

: .8/ U2: Data
Online Shop* Processing

L4
L 4
&
2 4
I{C— Database Service
.. '

U4: Provider [ & )'

___Trustworthiness }?« «deplovs
’ N, Py

/ \‘\

| :’ i'

‘\\ [ ) LI x ‘
NP

Cloud Service On Premise Server

U3: Deployment

[14] S. Hahner, et al . ,

i ASoftwae-#s c hi tactanadf Uncertainty Regarding Confidentialityo,

KIT

Karlsruhe Institute of Technology

What do we have?
® Classified uncertainty sources [14]
® Mapping to data flow diagrams (15

What do we want?
® Propagating uncertainty sources
WBAssessing the unce

How do we get there?
® Change impact analysis [16]
@ Data flow-based propagation [7]

| CETE, Sp

[15] N. Boltzand S. Hahner, et al ., #fA An Ext ArdhitecturetBasedData Ri@vwApalydis fof lomf or mati on Securityo, ECSA, Springer,
[16]K. Rostami, et-BatediB@hahgeéecmpaet Analysis in Information Systems and Business Proce
[1S. Seifermann, et al ., fADetecting violations of access 18, &lsavier,®2022.and i nformation fl ow
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Contributions
Architectural Uncertainty Propagation ﬂ(".

| ocation: Behavior J SERVICE EFFECT SPECIFICATION (SEFF) [17]
() UL: User Input 3
o Online Shopl\ £/ U2 Data
-
! _F:rocessmg “" : ) «ExternalCallAction»
S sppgunnt® «SetVariableAction» DBService
. rocessUserData | : i
@ —  Database Service P . storePurchaseData
.
U4: Provider 9 U31 Deployment TRANSFORMED DATA FLOW DIAGRAM (DFD)
Trustworthlness } « «deploy» x
'\72 x’ D) Customer o Database
,r.
Cloud Service On Premise Server ’
purchase process
item purchase
[171R. Reussner et al., AModeling and Simulating Software Architectures: The Palladio Ap

Sebastian Hahner 1 Doctoral Defense: KASTEL 1 Institute of Information Security and Dependability
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Contributions

(c2]) Architectural Uncertainty Propagation

+® + Data queryData()

“‘ ....*
o*
(?) v Userlnput‘ 3
e’ 1
e /U2: Data o
;_" Onlme Shop Processing %

0 ‘.
I-c Database Service

I

U4: Provider e

9 U3: Deployment

|

«Interface»
IDatabaseService

aEN
L 4
L 2
L 2

+void storeData(data) |e®*®

.
SERVICE EFFECT SPECIFICATIONS (SEFFS)<

KIT

Karlsruhe Institute of Technology

A AR O

«SetVariableAction» «SetVariableAction»

TrUSt‘:VP_rt_h'Qess P »& «deploy» .| queryData storeData |,
\ ’ ) el K D) ot *e
“sart? & \J
: : .
loud Service On Premise Server || %  TRANSFORMED DATA FLOW DIAGRAM (DFD) .

LLocation: External J

Sebastian Hahner i Doctoral Defense:
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Contributions
Architectural Uncertainty Propagation ﬂ(".

Algorithm for External Uncertainty Propagation «Interface»
procedure PROPAGATEEXTERNALUNCERTAINTY(uncertainty, model) |DatabaseSerVice
result! n
annotatedElement! GETANNOTATEDELEMENT(uncertainty, model) % Data queryData()

switch TYPEOF(annotatedElement) do * : gpu NN
| L 4
case UsageScenario .‘ + void storeData(data) . .

actions ! GETACTIONS(annotatedElement, model) . “
for action ™ actions do 4 SERVICE EFFECT SPECIFICATIONS (SEFFS)<

if TYPEOF(action) = EntryLevelSystemCall then

result! result® {action}
end if
end for
case ResourceContainer

allAssemblyContexts ! GETALLASSEMBLYCONTEXTS(model)

o o | Al seEy e e A «SetVariableAction» «SetVariableAction»
if GETALLOCATION(context, model) = annotatedElement then queryData storeData
component! GETREPOSITORYCOMPONENT(context, model) <>’ ‘.
seffs | GETSEFFs(component, model) .‘ .
for seff N seffs do B :
actions ! GETACTIONS(seff, model) ¢ TRANSFORMED DATA FLOW DIAGRAM (DFD) )

result! result® APPLYTOASSEMBLY(actions, context) ¢

end for t
end if store qguery
end for data Database data
return result
end procedure
Sebastian Hahner 1 Doctoral Defense: KASTEL 1 Institute of Information Security and Dependability
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Contributions
Uncertainty Impact Analysis ﬂ(".

How do we get there?
-’ ® Change impact analysis [16]
@ Data flow-based propagation [7]

[14] S. Hahner, et al ., A ASo@Wwae#schi tectionadf Uncertainty Regarding Confidentialityo, | CETE, Sp
[15] N. Boltzand S. Hahner, et al ., fA An Ext ArdhiecturelBasedData Ri@vwApalydis fof lomf or mati on Securityo, ECSA, Springer,
[16]K. Rostami, et-BatediB@Bhahgéeéecmpaet Analysis in Information Systems and Business Proce
[1S. Seifermann, et al., fADetecting violations of access 18, &lsavier®2022.and i nformation fl ow

Sebastian Hahner 1 Doctoral Defense: KASTEL 1 Institute of Information Security and Dependability
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Contributions
Data Flow-Based Propagation ﬂ(".

® Data flow diagrams can be represented as TRANSFORMED DATA FLOW DIAGRAM (DFD)
Directed Acyclic Graph (DAG) G = (V, E)

® Data flows in a strict partial orderv &l v 6 0 return input process

® Split into Transpose Flow Graphs (TFGS) contact details request
request query
support data

Customer d_lsplay Database
items
purchase process
item purchase

Sebastian Hahner 1 Doctoral Defense: KASTEL 1 Institute of Information Security and Dependability
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Contributions

Data Flow-Based Propagation

® Data flow diagrams can be represented as
Directed Acyclic Graph (DAG) G = (V, E)
® Data flows in a strict partial orderv &l v 6 0
® Split into Transpose Flow Graphs (TFGS)

® We reuse the annotation function a, the
architectural propagation p,, and the
mapping m from the architecture A

® The data flow-based propagation
Py VY XP Vyields an impact set,
represented by an induced subgraph G[X]

® Uncertainty impacts follow the data flow:
I xNXPV,maNA:m(a)=x" m(a)Nx

® The impact analysis of an uncertainty
source Sisafunctionu:SY XPV,
definedasu =p,amiap,2a

Customer,

Database,

display
items

;\_/
query
data
w

Sebastian Hahner i Doctoral Defense:

2024-12-09 Architecture-Based and Uncertainty-Aware Confidentiality Analysis
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T N process
purchase

A I 4
anN
=x | Database,

] |
——

4+ \‘\
L/ \
L ?:U4
I
\®
S
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v ' @ |

—> = (A Propagation =

Contributions
Contribution Summary AT

Summary Findings @

® Using classified uncertainty sources @ Data flows can be independently _*

® Enabling the assessment of the analyzed regarding uncertainty
uncertainty impact on confidentiality ® Generalizing uncertainty propagation
® Combining architectural propagation IS possible and seems expedient [1g]

with data flow-based propagation

[18] J. Camara, S. Hahner, D. Perez-Pal acin, A. Vallecillo, M. Acost a, N. Bencomo, R. CalinesSystematicnd S. G
Representation of Uncertainty Propagation and Interaction in Adaptive Systemso, SEAN

Sebastian Hahner 1 Doctoral Defense: KASTEL 1 Institute of Information Security and Dependability
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Contributions %
Contribution Summary AT

Karlsruhe Institute of Technology

|dentification =  Classification = o Propagation =» - -@ Analysis

v v v v
Uncertainty Source and Classification: Uncertainty-Aware Confidentiality Analysis:
: enc. | menc. /o [trust | = trust
# Name Location [ |- ] 1‘9 [ | ]
[ ‘l \\\__,/
1 User Input Connector Customer | &%+ 5 Database
.
2 Data Processing Behavior ’ .
3 Deployment Component pU_rChase
_ _ item
4 Provider Trustworthiness External
5 Sensor Failure Interface y enc && - trusta Database
. violatesiPr ot ect per|s

18 2024-12-09 Sebastian Hahner i Doctoral Defense:
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Evaluation
Evaluation Goals ﬂ(“.

Karlsruhe Institute of Technology

Identification and Classification of Uncertainty w.r.t. Confidentiality
GI1Structureds SuiG3Rubpodei t vy 1
N G2 Applicability Usability

/. Architecture-Based Uncertainty Propagation and Impact Analysis
G5 Accuracy G6 Effort Reduction C2

Uncertainty-Aware Confidentiality Analysis
© G7 Scalability G8 Accuracy C3

Sebastian Hahner 1 Doctoral Defense: KASTEL 1 Institute of Information Security and Dependability
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Evaluation ﬂ(IT

Evaluation Plan and Design

Evaluation Plan [1s,19]
. display
® G5: Accuracy Customer o Database /e
Precision, Recall, F, score
® G6: Effort Reduction
Ratios of the actual vs. predicted impact Iitem purchase
Evaluation Design

® Use existing documentation and
extend existing architectural models Corona 21 58 14 687

. WarnApp
® Compare to data flow analysis [7]

Scenario # Component # SEFF #TFG # Nodes

MobilityAs 18 49 8 200
AService
[16] K . Rostami, et-BatediBhahgéecmpaet Analysis in Information Systems and Business Proce
[19] V.Basiiand D. Weiss, fAA Methodology for Coll ecti fi@ nov&IEEEd19880f t war e Engi neering Datao, TS
[717S. Seifermann, et al ., ADetecting violations of access. 18 cEfsaviero2D22.and i nf ormati on fl ow |
Sebastian Hahner 1 Doctoral Defense: KASTEL 1 Institute of Information Security and Dependability
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Evaluation

Evaluation Results
CORONA WARN APP

S1 S2 S3 S4
Precision P 0.838 1.000 0.840 0.882
Recall R 1.000 1.000 1.000 1.000
F, score 0.912 1.000 0.913 0.938
Ratio r..,, 0.155 0.080 0.105 0.300
Ratio r,,,¢ 0.185 0.080 0.125 0.340
MOBILITY-AS-A-SERVICE

S1 S2 S3 S4 S5
Precision P 0.095 0.923 0.500 0.967 1.000
Recall R 1.000 1.000 1.000 1.000 1.000 ‘
F, score 0.174 0.960 0.667 0.983 1.000
Ratior,.,, 0.010 0.062 0.016 0.150 0.140
Ratio rj,,¢ 0.109 0.067 0.031 0.155 0.140

Sebastian Hahner i Doctoral Defense:

21 2024-12-09

KIT

Karlsruhe Institute of Technology

Results
® High average F, score of 0.88

® Average precision P of 0.78, the
analysis is optimized for recall R of 1.0

® Average impact set ratio r,, of 0.11
has a slight overestimation of the actual
impact set ratio r, ... of 0.14

Discussion

® Greater distances between uncertainty
and violation degrade analysis results

® |n average, 86% less manual analysis
effort required by the software architect

KASTEL 1 Institute of Information Security and Dependability

Architecture-Based and Uncertainty-Aware Confidentiality Analysis DSiS i Dependability of Software-intensive Systems group



Evaluation %
Demonstration of Uncertainty Impact Sets ﬂ("'

T e ey

Sebastian Hahner 1 Doctoral Defense: KASTEL 1 Institute of Information Security and Dependability
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Motivation % Overview % Contributions % Evaluation % Related Work % Conclusion (IT
Related Work ﬂ

Karlsruhe Institute of Technology

Self-Adaptive
Systems

Sebastian Hahner 1 Doctoral Defense: KASTEL 1 Institute of Information Security and Dependability
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Related Work
Related Work .\l‘(“.

Karlsruhe Institute of Technology

® Model-based Security Analysis, e.q.,
UMLsec [20], SecureUML [213, or architectural
access control and vulnerability analysis [22]

® Combined analysis of source code and
software architecture like CodeQL [23]

® Data flow-based analysis, e.g., to detect Software
design flaws [24] or security antipatterns [25], Architecture
or to incorporate legal experts [26]

® Gap: No consideration of uncertainty

[20] J. Jirjens, UMiLsec: Extending UML for Secur e SysTheUnifiedDedeliegl Language nSpringer, 2002L. 2 0 0 2

[21] T. Lodderstedt, e t SeauteUML: AMUML-Based Modeling Language for Model-Dr i ven Sec ur id Thé Unified Wbdelb@Laryuage, Springer, 2002.

[22I1M. Wal t er, et -BadedAttackPath@rulysisécitduernet i f yi ng Potenti al Security Incidentso, ECSA, Springel
[2310. de Moor, et-Oal ented QRueObpecMade Easyo, Generative and TDil,Springero2008at i onal Technique

[24] S. Peldszus, et al . , -FilSoewc uGoempDaitaance Checks bet ween Models and Code Based on Automated Map

[25] S. Schneider and R. Scandariato, AAut omatic extiahti damnadl osvedumigtrywms for microservice applications w

[26] N . Bol t z, e-BasedlFramewdrkior Stmpdifeed Collaboration of Legal and Software Experts in Data Protection Assessme nt s 0, I NFORMATI K 2022, Gl
Sebastian Hahner 1 Doctoral Defense: KASTEL 1 Institute of Information Security and Dependability
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Related Work
Related Work .\l‘(IT

® Confidentiality risk assessment [27], e.g.,
with a focus on cloud computing [2g]

® Access control under environmental
uncertainty, e.g., in distributed systems [29]
or in highly dynamic environments [30]

® Fuzzy logic to incorporate uncertainty in
access control, often related to risk [31, 32]

® Gap: Not applicable at design time, lack of
comprehensive analysis support

Self-Adaptive
Systems

[27] A. Morali, et al ., Al'T confidentiali-bgsedsappseeasbment nf er na hdiivemBaNanagémenk EBEIBIP, 2008. Busi nes s

[28] A. Tchernykh, et al ., ATowards wunderstanding uncertainty in cl oulurmalofipnputationgl Scence,lvol. B6, 2010s o f

[29] U. Hengartnerand G. Zhong, ADi sAwdarbaitAdce Unc@artar mlt yf BerCoRW,IEEB 800 e Comput i ngo,

[30] T . Bures, et al ., ACapturing Dynamicity and Uncert ai nt pnsbfFornsaeMethads, Veyification dnd Validaton, 2020. a Sii

[31]]P-C. Cheng, et dével Secuiitl: ArzExperimdnt ontQuantified Risk-Ad apt i ve Access Control o, SP, | EEE, 2007.

[32] D. R. d Santos, ebaakd, adéddedygnamntrol s&rchitecture for c¢cloud computingo, NOMS, | EEE,
Sebastian Hahner 1 Doctoral Defense: KASTEL 1 Institute of Information Security and Dependability
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Related Work %
Related Work .\l‘(“.

Karlsruhe Institute of Technology

® Classifications and taxonomies [33]
® Architecting self-adaptive systems [34, 35]

® Architecture evaluation under uncertainty,
e.g., PerOpteryx [36], or GuideArch [37]

® Architectural design under uncertainty [3s],
modeling of uncertainty [39, 40]

® Gap: Lack of support for confidentiality

Self-Adaptive
Systems

Software
Architecture

[33]A. J. Ramirez, et al ., AA taxonomy of wuncertainty for dynamically adaptive systemso,
[34] D. Garlan, et al ., iRai-Babed Belf-Adaphatieach uwiet h Reusable Infrastructureo, Computer, vol. 37,
[35]J. Whittle, et al., ARELAX: I ncor por-Adadmtgi WercRydtad mes ¢y, i ME,0 ItBhEE,Sp2exdd.i cati on of Self
[36] A. Koziolek, et al., AfPer Opteryx-obaecomaeedodpwhr eat QESA-ISBRCStAEM, 80l pt i mi mat t bno,

[37] N. Esfahani, e t GumldArch: MGui ding the exploration of architectural solution space under wuncert.
[38]l.Lytraand U. Zdun, ASupporting archiofsgtsutreans desii gino u dESaEd AGYgReI8a it ad yns tyedms

[39]J. Troya, et al ., AUncertainty r epoSyMsweln20,ad. 4, Bpningeér,i2025.0f t war e model s: a surveyo,

[40] Object Management Group, Precise Semantics for Uncertainty Modeling (PSUM), Beta 2, 2024.

Sebastian Hahner 1 Doctoral Defense: KASTEL 1 Institute of Information Security and Dependability
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Conclusion and Future Work

Contributions
mCl:

®m C2: Architecture-based uncertainty
propagation and impact analysis

® C3: Uncertainty-aware confidentiality
analysis to identify violations

Benefits

® Precise terminology, less expertise
required, raised awareness

® Less manual effort, what-if analysis
capabilities to reduce costs

2024-12-09 Sebastian Hahner i Doctoral Defense:

and classification
of uncertainty regarding confidentiality

Architecture-Based and Uncertainty-Aware Confidentiality Analysis

Conclusion

KIT

Karlsruhe Institute of Technology

C3

—

! Classification:

Identification: Analysis:

9 !
- '\\?_/, {
Py 1 «deploy»
/ v v
'?_( Propagatlon
[c2) g
Future Work

® Extension: mitigation using ML
® [ntegration: catalogs, combined analyses

® Generalization: uncertainty interactions,
application for other quality properties
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Questions and Answers i Overview

® 0: General ® 5: Identification and Classification
® 1: Introduction ® 6: Uncertainty Propagation( C2 |

® 2: Foundations / DFD Lecture ® 7: Confidentiality Analysis | C3 |

® 3: Running Example ® 8/9: Evaluation

® 4: Overview ® 10/11: Future Work / Appendix
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General Assumptions and Limitations

Assumptions Limitations

® Availability of architectural models ® Focusing on confidentiality only

® Confidentiality can be expressed and ® Using DFDs [c] and the PCM [pj
analyzed using finite label sets on ® Modeling uncertainty with scenarios [g]
type level without considering time (a] Not supporting unanticipated change

“ NO?[T”I'V"".‘I Zoftwaée Stygtetmﬁ with ® The uncertainty interaction problem is
muttipie, in ePe” en ag OWS yet unsolved, we can only contribute

® Software architects benefit from ® Out of scope: Uncertainty mitigation

analyzing confidentiality with DFDs [g] and uncertainty in requirements
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Q&A T 1: Introduction
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Precision vs, Recall in Design Time Security Amysll Softeare Security at Design Time
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Precision vs. Recall in Design Time Security Analysis ﬂ(IT

~

Hi gh preci si on butsotgitbhowutdigh recall.
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Software Security at Design Time Q(IT

o ) . Top 10:2021 List [A]
® Software security issues are wide-ranging [A] AO1 Broken Access Control
and increasingly common [g] A02 Cryptographic Failures
® Many issues can be detected by analyzing A03 Injection

A04 Insecure Design

the

AO05 Security Misconfiguration

A06 Vulnerable and Outdated

Figure 5.1: Percentage of organisations that have identified breaches| O | I I H 8 p Components
or attacks in the last 12 months ® AO7 Identification and

ﬁ @ ﬁ ﬂ Q (Q* z Authentication Failures

Businesses  Within Within Within Within ~ Mtin Gharities A08 Software and Data Integrity
overall micro firms  small firms medium firms large firms estate over Failures
@ @ @ 64% @ @ A09 Security Logging and
B] Monitoring Failures
A10 Server Side Request Forgery
(SSRF)
[A]OWASP, TBhp Ten Web Application Sec,202l.ty Riskso, https:// owasp.org/
[BJUKDepart ment for Digital, Culture, Media and Sport, fACyber Security Breaches:s

Sebastian Hahner 1 Doctoral Defense: KASTEL 1 Institute of Information Security and Dependability
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Research Objective ﬂ(".

Karlsruhe Institute of Technology

Goal: Define a and classification of uncertainty sources regarding
! confidentiality. Provide architectural analyses that predict the impact of
uncertainty and identify confidentiality violations due to uncertainty.

® Research Question 1: How to identify, describe and classify software-
architectural uncertainty regarding its relation to and impact on confidentiality?

® Research Question 2: How to propagate classified uncertainty sources based
on architectur al model ing to predict

® Research Question 3: How to analyze confidentiality requirements using
architectural data flow analysis with respect to uncertainty within the model?

Sebastian Hahner 1 Doctoral Defense: KASTEL 1 Institute of Information Security and Dependability
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Informal Idea Visualization

A

Confidentiality Requirements
e.g., formulated as data flow constraints

satisfy requirements

KIT

Karlsruhe Institute of Technology

Confidentiality lUncertainty Analysis (C2) Classified Uncertainty (C1)

Analysis (C3)

Statements about Confidentiality
must be precise and comprehensive

2024-12-09 Sebastian Hahner i Doctoral Defense:
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in system & environment

with respect to
uncertainty
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Q&A T 2: Foundations /D

T

w being any departure from the ideal of complete o)
w “any deviation of deterministic knowledge that may reduce the confidence of
ion decisions made based on the knowledge” e

= "lack of full knowledge about the outcames of deploying the architecture options” fc;

w“the state. even partial, of deficiency of information related to, understanding or
knowledge of, an event, its consequence, or likelihood® oy

' “the lack of confidence (ie., knowledge) about the timing and nature of inputs, the
stale of a system, a future outcome, as well as other relevant factors' &1

= Common: Lack of information, seurces within the system and its environment,
consequences like risk and degrade qualily, consider even “small uncertainty

Definitions of Uncertainty

T

Model-Driven Software Development

[ETRS— B, MOF

ML DFD, RO

M2 Meta el

M1 Model

T

Formal Representation of Data Flow Diagrams

= Not guaranteed to be free of cycles,

]

but can be constructed in a vay
without cycles (s Heta data l ser aats '-:3‘%'5“9
= Can be expressed as direcled ! U
acycic Graph (DAG) G = (V. E), Frocess = Log
with vertices \/ and edges £ input Procesee eniry
= The dala flow represents a
strict partial order u < v Processed l Log file
& imeie, neveru < u
B asymmetric, u < v= - (v < u) Store
B transitve, a< bAb < coa<c Gla_ " Database |

2024-12-09

T

Existing Categories: Location, Level

Sar

Cofidentiality Characteristics

= Regarding confidentiality, not the
type of data flow is relevant but

ver |

their characteristics s Mets deia 1 . '-:3'%‘"9

= Annotating characteristics as labels !

' Data labels describe relevant Process og
properties of the data, e.g., personal input Prooeseed entry
data or the encryption of data h

 Node labels describe properties of  Lrocessed Log file
the nodes of a data fiow diagram, wsardata e
&g. their deployment or access Store
conirol e

Database ‘

Santizza user
asta
VTS, S, ., g it o s i At s S e g 5. 14,302

Sebastian Hahner i Doctoral Defense:
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FD Lecture

Alestory:Un:

Confidentiality Violations

A Access control?

A\ Sensitive data?

ST

A Encrypted
® Communication? g} Trustworthiness?

; —
Som " Third Party
=} onlne Shop FO—, 08 Serdies |
i

‘ .
P —
A Logging? . |iiobe s reacinesd On Premise Gioud
leg(input) Server Service
¥ -
5 storafinput)
Input .
A Depli t?
Validation? A Access Conlrol? &\ Deployment

Cofidentiality Requirements

Questis

‘Which of the following

requirements are violated?

R

> e O
Z=mn - B2 0
=TT+ B3

| Personal [
T - Emy 6
[Rarin Access L]

2 Adr

v |

Heta aaf;l luaerﬂsu ":3‘%'““
Process B e
input roceseed enity

Frocessed

usersata L

e R
D Database

Santtzed user
aata

Architecture-Based and Uncertainty-Aware Confidentiality Analysis

¢

T

Karlsruhe Institute of Technology

Existing Categories: Impact, Relationship, Source

Availabe

Performance. I

Data Flow Diagram Syntax

Concrete Syntax (de Maroo [Al}
w Data flows of every relevant data

User ‘

Loggin
tybe, depicted With ATows s aia | Juserass ot
= Processes, depicled with Circles : v
Process Log
= Files are temporary data stores input Frocessed enty
within the system, depicted with ssardats
lines Prosessed
= Data sources and sinks in the usercata Log file
context of the modeld system, o=
depicted with rectangles
data =l base
Santzed user

Adar

Transpose Flow Graphs (TFGs)

= Flow Graphs (also: roofed graphs or
pointed graphs) have 1 source and n sinks

wIn our case: Transposed with 1 sink and n
sources, io represent joint flows

= Has all the helpful properties of DAGS
= Additional benefits. e.g..
u Simplified in-memory representation
§ Efficient extraction from input formats
§ Efficient traversal applying divide-and-conquer

T
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Definitions of Uncertainty '\A‘(IT

mbeing any departure from the unacia ev
miany deviation of deterministic knowl e
adaptation decisions madm based on t he
@mAl ack of full knowl edge about t he oufc
®Athe state, even partial, of deficienc
knowl edge of, an event, ]S consequenc
mAithe | ack of confidence (i .e., knowl ec
state of a system, a future outEome, e
® Common: Lack of information, sources within the system and its environment,

consequences |l i ke risk and degrade que
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Existing Categories: Location, Level

Available Categories

Available Options

Location: Describes
where uncertainty
originates from or
where it manifests it-
self within the system
or model [40, 161, 182,
193, 251, 259]

Level: Describes
how much is known
about the uncertain
influence and how the
uncertainty can be
described [11, 40, 161,
182, 193, 259]

Context: system boundaries [193, 259], user input [40]. execu-
tion context [161, 182], environment [182]; Model structural:
existence of elements [251], elements and their relationship
[193, 259], structural differences [161], components and their
properties [40]; Model technical: software and hardware
[259]; Input: input types [259], input values [193], measure-
ment deviation [182, 251], geographical location [182], time
[182]; Parameters: parameter calibration [193, 259]; System
behavior: actual behavior [40], including parameters and ac-
tions [251]; Belief: uncertain statements about system and
environment [251]

Statistical: Statistical data available [161, 259]; Scenario: Pos-
sible scenarios available without statistical data [11, 161, 259];
Recognized ignorance: Awareness of uncertainty, but cannot
be further described [259], can be supported by evidence, e.g.,
empirical evidence, or theorem proving results [182]; Total
ignorance: Lack of awareness of uncertainty [259]; Orders
of Uncertainty: No uncertainty (0th), known uncertainty
(1st), lack of awareness, i.e., unknown unknowns (2nd), lack
of awareness and process (3rd), meta-uncertainty (4th) [11,
40, 193]; Perspective: Subjective, based on observation, or
objective, independent of any observing agency [182]

Table 2.1.: Categories and options to classify the location and level of uncertainty.

KIT

Karlsruhe Institute of Technology
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Existing Categories: Nature, Manageability, Time

Available Categories

Available Options

Nature: Describes
the essence and char-
acter of the uncer-
tainty [40, 161, 182,
193, 251, 259]
Manageability: De-
scribes whether the
uncertainty can be re-
duced [70, 182, 259]
Emerging time: De-
scribes at which state
of the software devel-
opment uncertainty
arises [114, 161, 182,
193, 200, 251]

Aleatory: Uncertainty due to inherent variability or random-
ness [40, 161, 182, 193, 251, 259]; Epistemic: Uncertainty due to
a lack of knowledge [40, 161, 182, 193, 251, 259], can be further
described as indeterminacy, e.g., due to insufficient resolution,
or missing information [182]

Reducible: Uncertainty can be fully reduced after acknowl-
edgement [70, 182, 259]; Partially reducible: No full certainty,
but uncertainty can be reduced [182]; Irreducible: Uncertainty
cannot be further reduced at this point in time [70, 182, 259]
Requirements time: As requirements are defined [200, 251];
Design time: As the software system is designed [114, 161, 200,
251]; Verification: At verification of software models [251];
Testing: During software testing [114, 251]; Implementation:
As the software gets implemented [251]; Run time: During
software execution [114, 161, 193, 200, 251], can be described
using patterns like periodic, persistent, or random [182]

KIT

Karlsruhe Institute of Technology

Table 2.2.: Categories and options to classify the nature, manageability, and emerging time of uncertainty.

Sebastian Hahner 1 Doctoral Defense:
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Existing Categories: Impact, Relationship, Source

Available Categories

Available Options

Impact on Quality:
Describes how uncer-
tainty affects quality
properties [114, 182]
Relationship: The re-
lation between uncer-
tainties [182, 200]

Source: Potential
sources of uncertainty
(70, 161, 182, 193, 200]

Performance: Impact on performance [114]; Resources: Im-
pact on resource consumption [114]; Safety: Impact on a
system’s safety [114]; Risk: General effect of uncertainty on
system objectives [182]

Directed: Directed relationship or influences between un-
certainties [200]; Related: Unspecified relationship between
uncertainties [200]; Effect: An uncertainty can be caused by
another uncertainty [182]

Several publications contain comprehensive lists of uncer-
tainty sources, e.g., human in the loop [193], abstraction [193],
missing requirements [200], inadequate design [200], ...

Table 2.3.: Categories and options to classify the impact on quality, relationship, and source of uncertainty.

46 2024-12-09
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Model-Driven Software Development ﬂ(".

instance of

describes

instance of
N

[ M3: Meta meta model j
A

describes
y

M2: Meta mod

el

A
instance of

A

describes

r

M1: Model

A
instance of

describes

.

4

MO: Instance

e.g., Ecore, MOF

e.g., UML, DFD, PCM

e.g., UML diagram of
the running example

e.g., a running
software system

Figure 2.1.: The four meta levels with examples from our domain, based on Stahl et al. [242].
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Unified Modeling Primitives (a -\X‘(IT

SIC
. . o EEE—
Assignment Pin < Flow Process

A ) dst
1nI Iout SIc dst Store
. 2 ‘ 4 4 '

Label Behavior [« Node K External
A
property

Figure 2.3.: Meta model of unified modeling primitives, based on Seifermann et al. [231].

[A]S. Seifermann, et al., AA Unified Model to Detect | nf or SECRYPS SCIFEPRESS,3021d Acc e
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Confidentiality Violations Q(IT
o A Encrypted

A Access control? COanUﬂlCathﬂ" A\ Trustworthiness?

Online Shop —CQ— Third Party

A\ Sensitive data? DB Service
s | I
-, .: ; ;
e var iriputz readinput() .

A Logging? . if (debug) { \ On Premise Cloud

" log(input) Server Service

} s

Input _.1-DB.store(input) v T
A Validation? " A\ Deployment?

A\ Access Control?

Sebastian Hahner 1 Doctoral Defense: KASTEL 1 Institute of Information Security and Dependability
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Data Flow Diagram Syntax

Concrete Syntax (de Marco [A])

® Data flows of every relevant data
type, depicted with Arrows

® Processes, depicted with Circles

® Files are temporary data stores
within the system, depicted with
lines

@ Data sources and sinks in the
context of the modeld system,
depicted with rectangles

[A]T. de Marco, AStructured

50 2024-12-09 Sebastian Hahner i Doctoral Defense:
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User
Logqgin
Meta data User data 99ing
output
Process Log
InpUt Processed entry
user data
Processed .
user data Log file
Store
data \ Database

Sanitized user
data

YOURDON
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Formal Representation of Data Flow Diagrams ﬂ(".

® Not guaranteed to be free of cycles, User
but can be constructed in a way Loaai
without cycles [A] Meta data 1 1User data :ugtglgtg
® Can be expressed as directed &
acyclic Graph (DAG) G = (V, BE), Process Log
with vertices \V and edges E input E;g‘r’zzstzd entry
® The data flow represents a Processed _
strict partial order u N v user data Log file
® irreflexive, never u N u &
® asymmetric, u Nvt = (vNuU) ore
® transitive,aN b~ bNct aNc data \ Database
a h h Sanitized user
data

[AlR. KramemMheetcoabiniAg DAG: a techni que [EEDTrangadionsdn Paallel ahchDistibufed Systems, 09894. y s i s 0,

Sebastian Hahner 1 Doctoral Defense: KASTEL 1 Institute of Information Security and Dependability
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Cofidentiality Characteristics Q(IT

® Regarding confidentiality, not the User
type of data flow is relevant but oo
their characteristics [13] Meta data 1 1USer data gtg J
® Annotating characteristics as labels Ouipy p—
® Data labels describe relevant PTOCeSS Pefsonal
properties of the data, e.g., personal Input E;gfzzstzd

data or the encryption of data

® Node labels describe properties of Log file
the nodes of a data flow diagram,

e.g., their deployment or access Store
control ot g Saonized | DB |
ata Database

Sanitized user

Processed RaEEGE!
user data

data
[13]S. Seifermann, et al ., AfDetecting violations of accdSSsvolcl84n20220l and i nfor mat
Sebastian Hahner 1 Doctoral Defense: KASTEL 1 Institute of Information Security and Dependability
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Cofidentiality Requirements

s XIT

Karlsruhe Institute of Technology

Question: Which of the following User

requirements are violated?
Meta data

1 - 8
2. T~ B
3 = adl D |
- Processed
4 user data

saniized [ add Cloud [ %
Admin Access

Sebastian Hahner i Doctoral Defense:
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input Processed
user data

Personal

User data Loggmg
outp J

Personal

Personal

Log file

Admin Access
Personal

Sanitized

Database

Sanitized user
data
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Transpose Flow Graphs (TFGSs)

® Flow Graphs (also: rooted graphs or
pointed graphs) have 1 source and n sinks

® |n our case: Transposed with 1 sink and n
sources, to represent joint flows

® Has all the helpful properties of DAGs
® Additional benefits, e.g.,
® Simplified in-memory representation
® Efficient extraction from input formats
m Efficient traversal applying divide-and-conquer

Sebastian Hahner i Doctoral Defense:
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Q&A T 3: Running Example

=WIT AT

Running Example: Data Flow Diagram

] o FECE

F) e L gt 2
3 Cute -
5 5 -
[ ] - Cnline Shop Frocsasng " l“.- e ..?'..-.
1 ey
Iﬁ- Clatabase Senvics sppen =
¥ N s B o s
IR o Commrnt ] T e D =
i
My - .-Tn. .-::rlu-“ﬂ ¥ L ¥
" T procean 3
[ T e S e e e
T —— m—rr - s

Running Example: DAG and Uncerainties —"—*‘KIT

KT

—T
¥ [l
v
m— e s b - |smrmierrerlept e M P —— e i s b e
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Running Example: Data Flow Diagram

.? Ul: User Input u?

/U2: Data
Q —» " Online Shop ¢
a

Processing

I'(‘— Database Service

U4: Provider 7 U3: Deployment
___Trustworthiness } « «deploy
'\'72 Pl N
Cloud Service On Premise Server
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return input process
contact details request
request query
support data

Customer d_lsplay Database
items
purchase process
item purchase
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Running Example: Uncertainty Classification ﬂ(".

Category U1: User Input U2: Data Processing

Location System Input System Behavior

Architectural Element Type  Connector Behavior

Type Scenario Uncertainty  Scenario Uncertainty

Manageability Partially Reducible Fully Reducible

Resolution Time Runtime Design Time

Reducible by ADD Yes Yes

Impact on Confidentiality Indirect Direct

Severity of the Impact High High

Table 5.9.: Exemplary classification of the uncertainty sources Ul and U - -

Category U3: Deployment U4: Provider Trustworthiness
Location System Structure System Environment
Architectural Element Type  Component External
Type Scenario Uncertainty ~ Scenario Uncertainty
Manageability Partially Reducible Partially Reducible
Resolution Time Realization Time Runtime
Reducible by ADD Yes Yes
Impact on Confidentiality Direct Indirect
Severity of the Impact High High

Table 5.10.: Exemplary classification of the uncertainty sources U3 and U4 in the running example.

Sebastian Hahner 1 Doctoral Defense: KASTEL 1 Institute of Information Security and Dependability
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Running Example: Uncertainty Scenarios T

2024-12-09

Karlsruhe Institute of Technology

Uncertainty source Uncertainty scenarios
U1l User input Valid input / Erroneous input / Malicious input
U2 Data processing None / Encryption / Validation / Both

U3 Component deployment On premise / Cloud service

U4 Provider trustworthiness Trustworthy / Suspicious

Table 7.2.: Uncertainty scenarios of all uncertainty sources of the running example.

# TFG name Relevant uncertainty sources

1 Request support contact

2 View available items U3, U4
3 Purchase items U1, U2, U3, U4
Sebastian Hahner 1 Doctoral Defense: KASTEL 1 Institute of Information Security and Dependability
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Q&A T 4: Overview

Amalysis Procedure —"-'\KIT

Tool Support _‘Q{IT

= o1 ARG™: Web-based calalog of
pra-tlaasilag uncanainty SHUECas,
Al b integratad imo Analyses

w/ o | UMA: Linoeriainy impact
ansdysis bicsed on e PCM w,
Echpas plugin and wib adin

® o3 | ABUNAL Data Now anaksts g w— = ———l
ealnrrion m wih EMF-besed o y’
madeling soppor in Ecipse

2024-12-09 Sebastian Hahner i Doctoral Defense:
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Analysis Procedure ﬂ(“.

Karlsruhe Institute of Technology

Preparation

Model software Create analysis
system " definition a

Identify uncertainty
sources a

[Relevant sources

identified]

[Uncertainty is critical
for confidentiality]
i

Annotate model with Classify uncertainty
uncertainty sources - sources
y IJ ]

[else]

[else]

Y

Analyze the impact of Refine uncertainty Analyze confidentiality
the uncertainty e annotations ’ under uncertainty
[Critical
impact]
Roles: gmp° Software Architect @ Security Expert & Automated analysis

Figure 4.2.: Proposed analysis procedure showing the modeling and analysis activities and assigned roles.
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Tool Support ﬂ(".
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#48 - Is the deployment provider trustworthy? CIXEEEE Cassification:
st #Tust
Location: t

m( C1 ] ARC3N: Web-based catalog of ==
pre-classified uncertainty sources, = =
can be integrated into analyses “

m( C2 ] UIA: Uncertainty impact
analysis based on the PCM 4],
Eclipse plugin and web editor

u( c3 ] ABUNAI: Data flow analysis
extension [s) with EMF-based (¢
modeling support in Eclipse

[A]R. Reussner et al ., AModel ing and Simulating Software Architectures: The Palladio Ap,
[B] N. Boltz and S. Hahner, et al ., i An EXxt ArahigecturelBasedData RievvApalydis fof lomf or mat i on Securi tyo, ECSA, Springer,
[C] D. Steinberg, F. Budinsky, E. Merks, and M. Paternostro, EMF: Eclipse Modeling Framework. Pearson Education, 2008.
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