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public void writeIndexBegin(HTMLFile f, String title) {

@!a L S R public static void usage() {
f.println("<BODY BGCOLOR=#ffffff LINK]
g DRrecting Saitwaie Pragariain println("<TABLE ALIGN-center CELLPA System.out.print(Program.name_Long
E::ﬂ:g:¥g)‘jﬁﬂfg;z:ﬁ}“ﬁIE'NTM + ", Copyright (c) 2004-2017 KIT - IPD Tichy, Guido Malpohl, and others.\n"

"Usage: JPlag [ options ] <root-dir> [-c filel file2 ...]\n"
(T if (program.get_title() I= null) { " as s . L N
What is JPlag F.printin("<TR BGCOLOR-\"#aazatf\| . <r‘{.JOt dir> . The root-directory that contains all submissions.\n\n
+ "i</BIG></BIG><TD><BIG> options are:\n

if (program.get_original dir() |- WUTTY

IPlag is a system that finds similarities among multiple sets of source code files. This way it can detect software plagiarism
does not merely compare bytes of text, but is aware of programming language syntax and program structure and hence is rob) f.println("<TR BGCOLOR=#aaaaff VALIGN=top><TD>" + "<BIG>" + msg.getString("Report.Directory”)

against many kinds of attempts to disguise similarities between plagiarized files. JPlag currently supports Java, C#, C, C++, + ":</BIG></TD><TD><BIG><CODE>" + gram.get_original_dir()
and natural language text + (program.get_sub_dir() = null : File.separator + "*" + File.separator + program.get_sub_dir())

+ "</CODE></BIG></TD></TR>");

JPlag is typically used to detect and thus discourage the unallowed copying of student exercise programs in programming ed } else {

But in principle it can also be used o detect stolen software parts among large amounts of source text or modules that have bl 1f (this.program.get_original dir() == null)

Juplicased {8ad ol lightly modified) UEtag la already plaved & pact i scteeal intellechoal progerty caetmhere it as beg f.printIn("<TR BGCOLOR=aaaaff VALIGN=top><TD>" + "<BIG><BIG>" + msg.getString(“Report.Directory)

Euceesshilly psed by, experi witnesser + "1¢/BIG></BIG><TD><BIG><BIG><CODE>" + msg.getString(“Report.Not_available") + “</CODE></BIG></BIG></TD></TR>");

JPlag has a powerful graphical interface for presenting its results. See our example

e e — R case 's': // hidden Option
a es for 13220 i 132207 (93%. 792145 (93%. okens .
792145 impboxjavaii-177) [Jumdboxiava6-154) | 143 this.language =
s.min_token_match = thls.language.m1n_token_match(),

B9 Jumpbozja nqaq_'m Jumoho. ;.unq;, SEL Submission A, B, tmp;
s By 3 3 = 3 i .
5 i if (subA.struct.size() > subB.struct.size()) { s.suffixes = this.language.suffixes();

INDEX - HELP 4 ] Jumpboxlavala74-426| = SUbB_‘, B = SUbA_‘,

s.verbose_quiet = true;
= true;

ic void paiat (Graph: } else {

void paint (Graphics g) |
7/ Systen. ecx.pr = subB; B = subA;

// System.scc println(*paint()”)

/7 Use update() ta diplay the offscreen buffer 4 2 }
updats (g 3 o —'-
)
sae for (int 1 = 1; i <= elemsB[@]; i++) m// elemsB[@] contains the length of the Array
L et . tes this canvas. int y = elemsB[i];
if (B[y].marked || maxmatch > lengthB - y) continue;

suldiapdatetamas d public void update (raphics g
{ 1/ Systen. ecx.peintla(*update()*);
Dinension din = getSize(), int j,hx,hy;

J41y he oEEasteen butter 911 ¥ for (j = maxmatch - 1; j »>= @; j--) { // begins comparison from behind
£fGcsphics == aull) . if (Alhx = x + j].type != B[hy =y + j].type || A[hx].marked || B[hy].marked)

1~ offbinension width) . . .
| (din. height |= offDinension height) ) continue inner;

2 }

3 // expand match

i j = maxmatch;

; while(A[hx = x + j].type == B[hy = y + j].type && !A[hx].marked & !B[hy].marked)

* Repaints canvas if it was nodified
i .
Jees

synchronized public void update (Graphice g)

/¢ System.ecc println(*update ()*)
if (j 1= maxmatch) { // new biggest match? -> delete current smaller

Dineasion dim = getSize (), dol

of€seracn buffec otill valid? [public void create_hashes(Structure s, int hashLength, boolean makeTable) {
11 (dan hesght | heigh // Hier wird die obere Grenze der Hash-Laenge festgelegt.
Spdstiimes O e S B // Sie ist bestimmt durch die Bitzahl des 'int' Datentyps und der Anzahl

} }
// Copy the offareen buffer into the game area
Y arnng (oEETnage, b, D, this) i // der Token.

‘ ‘ s if (hashLength<l1) hashLength

+ Handle nouse deags

publde Guid auseneogped tibisanéent 8] ¢ hashLength = (hashLength<26 ? hashLength : 25);

}

+ Handle nouse drags
+/

public void nouseDragged (NouseEvent &) {

2 |




JPlag in a Nutshell

Plagiarismus in der Informatikbildung

Ehe New ork Eimes

As Computer Coding Classes Swell, So
Does Cheating (2017)
“ e v

Plagiatsprifung
KIT-Vorlesung ,,Programmieren*
(WS-24/45 Ubungsblatt 3)
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Unauffallig Verdachtig

nature

Explore content ¥ About the journal v Publish with us ~ Subscribe

nature > news feature > article

NEWS FEATURE | 30 July 2024

Alis complicating plagiarism... How
should scientists respond?

The explosive uptake of generative artificial intelligence in writing is raising difficult
questions about when use of the technology should be allowed.

By Diana Kwon
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JPlag in a Nutshell

TL;DR: JPlag
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Menge an Quelltexten Kandidaten

Entscheidung
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JPlag in a Nutshell

Herausforderung Software-Plagiarismus

Es ist unbekannt, ...
... ob Uberhaupt Plagiate vorliegen.
... welche Programmabschnitte Ubereinstimmen.

Plagiatserkennung ist ein Skalierungsproblem!
m 30 Studierende = 435 paarweise Vergleiche
® 200 Studierende = 19.900 paarweise Vergleiche
m 630 Studierende = 198.135 paarweise Vergleiche

Suche nach
der Nadel im
Heuhaufen
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JPlag in a Nutshell

Obfuscation Attacks

Welche strukturellen Anderungen erschweren die Erkennung?

1 void printSquares() {
2 int 1 = 0;

1
2
Code INJECtion =y 3
4
5

3

4 while (i <= 10) {

5 int square = i * 1i;

6 i++; ~ Statement —» 6
7 System.out.println(square) ;— Reordering <7
g} 8
9 } 9

Semantisch neutrale Transformation
® Einflgen von toten Anweisungen
® Umordnung zweier unabhangiger Anweisungen

void printSquares() {
int 1 = 0;
boolean debug = false;
while (i <= 10) {
int square = i * 1i;
System.out.println(square);
1++;
}
}

= leicht automatisierbar
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JPlag in a Nutshell

Wie funktioniert JPlag?

e

Tokenisierung,
Linearisierung

Eingabeprogramme Syntaxbaum Token-Sequenz

Toke
1
2
3 boolean debug = false; (2) variable Definition
4 while (i <= 10) { @ Loop Start
5 int square = i * i; (2) variable Definition
6 System.out.println(square); (a) apply
7 1++,; @ Assignment
3 } @ Loop End
2 } @ Method End
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JPlag in a Nutshell

Wie funktioniert JPlag?

e

Eingabeprogramme Syntaxbaum Token-Sequenz Teilsequenz-Abgleich Ergebnis

Ahnlichkeits-
berechnung

Paarweises
Abgleichen

Tokenisierung,
Linearisierung

7

Original Plagiat
Method Start @
Variable Definition @

@

o
Variable Definition @ \_ @
|(2)

@

@

Assignment @
Apply (4)

Loop End @]\
Method End @ {@
@

= 71 % Ahnlichkeit

(Vereinfachte Darstellung)
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JPlag in a Nutshell >

Wie funktioniert JPlag?

e

Ahnlichkeits-
berechnung

Paarweises
Abgleichen

7

Tokenisierung,
Linearisierung

Eingabeprogramme Syntaxbaum Token-Sequenz Teilsequenz-Abgleich Ergebnis
100% $ =0 Top Kandidaten |

- Bob Mallory 100 %

- H Mallory Alice 99 %

[ Oscar Bob 96 %
0

< p

.2 D mum wan

E T Alice Bob 43 %

<L | ]
| |

0% || |

! Ein Plagiatsdetektor ermittelt nur verdachtige Kandidaten.
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public void writeIndexBegin(HTMLFile f, String title) {

@!a L S R public static void usage() {
f.println("<BODY BGCOLOR=#ffffff LINK]
g DRrecting Saitwaie Pragariain println("<TABLE ALIGN-center CELLPA System.out.print(Program.name_Long
E::ﬂ:g:¥g)‘jﬁﬂfg;z:ﬁ}“ﬁIE'NTM + ", Copyright (c) 2004-2017 KIT - IPD Tichy, Guido Malpohl, and others.\n"

"Usage: JPlag [ options ] <root-dir> [-c filel file2 ...]\n"
(T if (program.get_title() I= null) { " as s . L N
What is JPlag F.printin("<TR BGCOLOR-\"#aazatf\| . <r‘{.JOt dir> . The root-directory that contains all submissions.\n\n
+ "i</BIG></BIG><TD><BIG> options are:\n

if (program.get_original dir() |- WUTTY

IPlag is a system that finds similarities among multiple sets of source code files. This way it can detect software plagiarism
does not merely compare bytes of text, but is aware of programming language syntax and program structure and hence is rob) f.println("<TR BGCOLOR=#aaaaff VALIGN=top><TD>" + "<BIG>" + msg.getString("Report.Directory”)

against many kinds of attempts to disguise similarities between plagiarized files. JPlag currently supports Java, C#, C, C++, + ":</BIG></TD><TD><BIG><CODE>" + gram.get_original_dir()
and natural language text + (program.get_sub_dir() = null : File.separator + "*" + File.separator + program.get_sub_dir())

+ "</CODE></BIG></TD></TR>");

JPlag is typically used to detect and thus discourage the unallowed copying of student exercise programs in programming ed } else {

But in principle it can also be used o detect stolen software parts among large amounts of source text or modules that have bl 1f (this.program.get_original dir() == null)

Juplicased {8ad ol lightly modified) UEtag la already plaved & pact i scteeal intellechoal progerty caetmhere it as beg f.printIn("<TR BGCOLOR=aaaaff VALIGN=top><TD>" + "<BIG><BIG>" + msg.getString(“Report.Directory)

Euceesshilly psed by, experi witnesser + "1¢/BIG></BIG><TD><BIG><BIG><CODE>" + msg.getString(“Report.Not_available") + “</CODE></BIG></BIG></TD></TR>");

JPlag has a powerful graphical interface for presenting its results. See our example

e e — R case 's': // hidden Option
a es for 13220 i 132207 (93%. 792145 (93%. okens .
792145 impboxjavaii-177) [Jumdboxiava6-154) | 143 this.language =
s.min_token_match = thls.language.m1n_token_match(),

B9 Jumpbozja nqaq_'m Jumoho. ;.unq;, SEL Submission A, B, tmp;
s By 3 3 = 3 i .
5 i if (subA.struct.size() > subB.struct.size()) { s.suffixes = this.language.suffixes();

INDEX - HELP 4 ] Jumpboxlavala74-426| = SUbB_‘, B = SUbA_‘,

s.verbose_quiet = true;
= true;

ic void paiat (Graph: } else {

void paint (Graphics g) |
7/ Systen. ecx.pr = subB; B = subA;

// System.scc println(*paint()”)

/7 Use update() ta diplay the offscreen buffer 4 2 }
updats (g 3 o —'-
)
sae for (int 1 = 1; i <= elemsB[@]; i++) m// elemsB[@] contains the length of the Array
L et . tes this canvas. int y = elemsB[i];
if (B[y].marked || maxmatch > lengthB - y) continue;

suldiapdatetamas d public void update (raphics g
{ 1/ Systen. ecx.peintla(*update()*);
Dinension din = getSize(), int j,hx,hy;

J41y he oEEasteen butter 911 ¥ for (j = maxmatch - 1; j »>= @; j--) { // begins comparison from behind
£fGcsphics == aull) . if (Alhx = x + j].type != B[hy =y + j].type || A[hx].marked || B[hy].marked)

1~ offbinension width) . . .
| (din. height |= offDinension height) ) continue inner;

2 }

3 // expand match

i j = maxmatch;

; while(A[hx = x + j].type == B[hy = y + j].type && !A[hx].marked & !B[hy].marked)

* Repaints canvas if it was nodified
i .
Jees

synchronized public void update (Graphice g)

/¢ System.ecc println(*update ()*)
if (j 1= maxmatch) { // new biggest match? -> delete current smaller

Dineasion dim = getSize (), dol

of€seracn buffec otill valid? [public void create_hashes(Structure s, int hashLength, boolean makeTable) {
11 (dan hesght | heigh // Hier wird die obere Grenze der Hash-Laenge festgelegt.
Spdstiimes O e S B // Sie ist bestimmt durch die Bitzahl des 'int' Datentyps und der Anzahl

} }
// Copy the offareen buffer into the game area
Y arnng (oEETnage, b, D, this) i // der Token.

‘ ‘ s if (hashLength<l1) hashLength

+ Handle nouse deags

publde Guid auseneogped tibisanéent 8] ¢ hashLength = (hashLength<26 ? hashLength : 25);

}

+ Handle nouse drags
+/

public void nouseDragged (NouseEvent &) {

2 |
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Ausgangssituation

Von Legacy zu Moderne

IPD - Lehrstuhl em. Programmiersysteme

Lehrstuhl em. Prof. em. Dr. Walter F. Tichy

on

JPlag kommt aus den 90ern vom Lehrstuhl
Prof. Walter F. Tichy, KIT, Karlsruhe

Funktionsfahig, aber veraltet, viele Code
Smells, Monolith, weder Tests noch CI/CD

Keine Dokumentation aul3er Paper,

= thls language min token match(}
.language.suffixes();
true;

RS~ . e L
Resubmission to J. of Universal Computer Science, November 28, 2001
http://www. jucs,org/

. Finding plagiarisms among a set of programs with JPlag

Lutz Pr 1:( ido \[lln\ll 1|1|“
sitit Karlsruhe <
]m-f‘\mn salpohl,phlippira.uka de

Jedem Anfangv T T a—— T\ ——————— T

kein Wissen Uber Code Base vorhanden Java AP for JPIag #89
:{r: ”M ag:master from 1slintum:develop [°)
Feature-Druck: Die TU Miinchen méchte g"’ ngh S EURR
JPlag in ihre Lernplattform integrieren %o “'»QM?“ efi ?v & g"
JPlag hat sich in den letzten 20 Jahren “Le =EERS Ui
weit verbreitet und wird weltweit eingesetzt Wk - i
S A - Y
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Von Legacy zu Moderne

Erste Schritte

. Dependabot
Housekeeplng Automated dependency updates built into GitHub
m Erstmal Dependabot hinzufligen ©

® Minimale Tests

public static void usage() {
bl H System.out.print(Program.name_Long
. Code aufraumen, Logglng + CLI, + ", Copyright (c) 2004-2017 KIT - IPD Tichy, Guido Malpohl, and others.\n"
. + "Usage: JPlag [ options ] <root-dir> [-c filel file2 ...]\n"
toten Code IOSChen + " <root-dir> The root-directory that contains all submissions.\n\n"
3 == + "options are:\n"

m Open-Source: Issues reorganisieren und
|abe|n, Uralte PUH Requests SChIleBen, Java API forJPlag #89 +5,338 35,342 mmmm

1 Open krusche wants to merge 93 commits into jplag:master from 1slintum:develop ()

Stabilisierungs-Release
m Ein Jahr aufraumen und Kontrolle gewinnen

m Weniger Features als zuvor, aber: v3
Bessere API, CLI, Bugfixes

Baseline: Stabilisierung + “Legacy-MVP”
@000 0&%

— I KARLSRUHER
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Von Legacy zu Moderne

Neue Vision und ein wachsendes Team

Green Dolphin

Vision fir die Zukunft von JPlag

Gray Wolf

m \ollstandig neue, web-basierte Ul ST ——

m Mehr Features, z.B. Gruppenplagiarismus - o Black Fish
m Umfangreiche End-2-End Tests, Qualitat+++

m Aktives gepflegtes GitHub-Projekt mit
Community, Docs, Releases, ...

Lazy Bobcat

Yellow Fish

Team vergroRern
m Mehr Kollegen begeistern ©
m Studentische Entwickler, Praktika, ...

v4 | Rebuild: Moderne Architektur + Report Viewer
10001700100 %O =

. ' o . . . . T KARLSRUHER
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Motivation = JPlag in a Nutshell = Von Legacy zu Moderne > JPlag Heute = Ausblick

JPlag Report Viewer

Search Results

Matches for 943151 & 942261
704%
INDEX - BELP
Jumpbox java

Amport Java,utdt.e;

Laport java.

import favanat. image.s|

PUBLAC class Jumphox extends Trase isplesents Rumsable {

Trage smite, ince, offinage
ANt count = 8, 5L26,10, y0, B, y8, currontBon, resulted, colors Jenew Lat(4]
u

e Tine

Graphics of fGraphicsmmstly
Baolean hagpyFace, threadon=talse;

public Jempbox(string title, Stringll args) ¢
superitiie);

A (arge. length
teTine

3

inpart fava.met.inage.s;
PUBLic class Jumpbox extesds Frame inplesants Rusnsble {

public JuepboxtString title, Stringl] args)
superteitie);
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JPlag Report
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Von Legacy zu Moderne

Resilienz gegen Obfuscation Attacks

==

nnnnnnnn

November 30,2022 Preduct

Neue Angriffsmoglichkeiten )
B Introducing ChatGPT

m Oktober 2020: Paper demonstriert Angriff auf
JPlag durch Einfugen von Dead Code

® November 2022: ChatGPT wird angekindigt

m |[CSE 2024
m Vorstellung von Abwehrmechanismen
- Unmlttelbar ResearCh-tO-PrOdUCtlon Detecting Automatic Software Plagiarism

m Start der JPIag User Survey via Token Sequence Normalization

Timur Saglam, Moritz Brodel, Larissa Schmid, Sebastian Hahner
firstname. g

What language modules do you use? Karlsruhe,
116 Antworten

Java

c

C++

Cc#

61 (52,6 %)
35 (30,2 %)
26 (22,4 %)

Zarn v5 | Expand: Verbesserte Resilienz + UX

4(3.4 %)

41(353 %) Y. g am = :
= 30010 @I NS - 0O
4034 v.z\ i A ’ L U P s 3

Go
Kotlin
Python
R

Ruet

. ' o . - . o T KARLSRUHER
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Von Legacy zu Moderne >

TL;DR: 30 Jahre JPlag

Plag — R
" Dretecting Sufeaie Plagiai
Ende v3 | Baseline: Stabilisierung + “Legacy-MVP”

2020 W 50200004
2022 va

Rebuild: Moderne Architektur + Report Viewer
s ()—— 20081 700H00%O &
v5 | Expand: Verbesserte Resilienz + UX

1000 @I Mudr ~@O8

2025
\ v6 | Polish: Integrierte Plattform + bessere Analyse
@@ IO0NN 88O

2024

. ' o . - . o T KARLSRUHER
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JPlag Heute

JPlag Heute

Modernisierte Architektur CLI

m Web-Ul in Java-Anwendung integriert

m API fur Drittanbieter-Integration

m Einheitliches Sprachmodul-System

m Hohe Performance durch Parallelisierung

Java API

Language
Module 1

Language

Module n Core

ANTLR Utils

Language API

Reporting

Runner

m Always-Up-To-Date Web-Demo

N
%ilf

B9 eee
(%)

Best-Practice Software Engineering
m Umfassende Tests: Unit/Integration/E2E/Language (~84% Coverage) 3
® Moderne CI/CD-Pipeline (build/lint/scan/test/doc/deploy/release)
m Documentation-as-Code

m Schnelle und verlassliche Release-Prozesse o
m Aktive, internationale Open-Source-Community

Contributors 48

)

.
ANTLR 12.6%
® TypeScript 5.4%
® C++4.3%

|
Java 62.5%
Vue 6.1%
Rust 4.4%
Other 4.7%
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JPlag Heute >

JPlag in Zahlen

GitHub-Stars

1

Chardet-
Kontroverse

Landet auf
Hacker News -

Ubernahme
des Projekts

U

Stetiges Wachstum der Community: 2000
Metrik 2020 Heute

1500
W Stars ~300 ~1.900
-O- Commits ~100 ~6.000

1000
I1  Pull Requests 19 2.560

@ Issues 81 380 (54 offen)

500

a1 Contributors 12 48
0
2016 2018
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Ausblick

% Robin Maisch i Nils Niehues
Project Lead Maintainer
Karlsruhe Institute of Technology Karlsruhe Institute of Technology

P r oj e kt L e a d 0009-0003-4546-9048 0009-0006-4295-7232

m Ab Ende 2025 an nachste Generation Ubergeben © oo o

Alexander Milster

Student Developer (Frontend) Student Developer (Backend)

. Im Hintergrund aIS Maintainer gelegentlich aktiv Karlsruhe Institute of Technology Karlsruhe Institute of Technology
: . oy . - 100% g
® Engineering: Erkennungsqualitat und Explainability o
®m Forschung: Plagiarismus im Zeitalter von KI £ ! ‘;‘i
. . . = 50% KIT
m Kl-basierte Obfuscation verstehen und verhindern 8 B8 KTH
m Kl-generierter Code: Strukturell dhnlicher als gedacht o -
0%
2024 OO No Yes
LLM logged
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https://fuchss.org/assets/pdf/2026/fse-26.pdf
https://fuchss.org/assets/pdf/2026/fse-26.pdf
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Ausblick

Zusammenfassung
Ende . .-
2020 Projekt Ubernahme
2022 v3 | Baseline
2023 v4 | Rebuild
2024 Expand
2025 v6 | Polish
End .
2322 Abgabe Project-Lead ; .
Mehr zu JPlag... Vortrag bewerten...
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Weiterfuhrende Informationen

Relevante Links

m JPlag auf GitHub: https://www.github.com/jplag/JPlag

m JPlag Online Demo: https://demo.jplag.de/

® Helmholtz RSD: https://helmholtz.software/software/jplag

Ausgewahlte Veroffentlichungen
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[3] T. Saglam, et al., “Mitigating Obfuscation Attacks on Software Plagiarism Detectors via Subsequence Merging”, CSEE&T, IEEE/ACM, 2025.

[4] T. Saglam, et al., “Detecting Automatic Software Plagiarism via Token Sequence Normalization”, ICSE, IEEE/ACM, 2024.

[5] T. Saglam, et al., “Automated Detection of Al-Obfuscated Plagiarism in Modeling Assignments”, ICSE-SEET, IEEE/ACM, 2024.
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